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OPENING STATEMENT OF SENATOR MARY L. LANDRIEU, 

CHAIRMAN 

Senator Landrieu. The Subcommittee on Emerging Threats and 
Capabilities will now come to order. I thank you all for your at¬ 
tendance, and particularly want to begin by thanking the staff for 
their excellent work in putting this hearing together. Hearings are 
always difficult to undertake, and quite a challenge even when you 
have rooms and phones and fax machines, and when you do not 
have any of those it is that much more difficult. I want to thank 
the staff and the members, thank you all for the work you have put 
together to help us conduct this very important and quite serious 
hearing today. 

I am pleased to have a distinguished panel that will be intro¬ 
duced in more detail later, but we have with us former Senator 
Sam Nunn, Dr. John Hamre, Dr. Tara O’Toole, and Col. Randall 
Larsen, who are all experts in the area of weapons of mass destruc¬ 
tion, biological and chemical agents, and the current crisis and 
threat that is before our Nation. 

I will be calling on Senator Cleland to make a more formal intro¬ 
duction of Senator Nunn, but let me begin with opening state¬ 
ments. After the statements we will have a round of questions for 
our panel. 

We preceded this open session with a very brief presentation 
called Dark Winter. It was, indeed, riveting and instructive, and 
very timely. I would like to give the well-orchestrated Dark Winter 
exercise a bit more context. There is a perception in this country 
that the biological attack that we are currently under is unprece¬ 
dented, unpredicted, and unparalleled. While these attacks rep¬ 
resent a new kind of war for America, they have precedence 
throughout human history. 

The great Chinese strategist Sun Tzu is well-known to many 
members of this subcommittee, and no doubt to our witnesses. One 
of his famous dictums on strategy is: “The supreme act of war is 
to subdue the enemy without fighting.” This proverb on warfare is 
used in all sorts of contexts. Diplomats have used it to advocate for 
more robust diplomatic initiatives. Other experts have cited it to 
discuss the importance of planning and simulation. However, its 
real context brings us to the heart of what Dark Winter is all 
about. Sun Tzu was suggesting to Chinese generals in 340 B.C. 
that they poison the wells of their enemies. In doing so, they would 
weaken their opponents’ capability and, more importantly, their 
will to fight before a sword had even been raised. 

Our subcommittee meets this morning to discuss the presen¬ 
tation of the Dark Winter exercise held earlier this summer to sim¬ 
ulate the effects of a hypothetical biological warfare attack on the 
United States, using smallpox. The purpose of this hearing really 
impacts another ancient dictum from Sun Tzu, “Know your enemy, 
know yourself, and you can fight 100 battles without disaster.” 
That, I hope, is what this subcommittee is really about, and what 
this subcommittee has been about for the 3 years that it has been 
in existence. Under the direction of my colleague to my left. Sen¬ 
ator Roberts, it is what has helped us all to be more informed and 
to hold to this important dictum. 
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The Dark Winter exercise we just reviewed was created to teach 
us something about our enemies—what might they do in a worst 
case scenario? However, it was also intended to teach us something 
very important about ourselves. It is a test of our ability to react 
to a biological attack. Are we ready? By using real policymakers, 
it exposed some of the weaknesses that imperfect information, po¬ 
litical pressure, and doctrinaire thinking can have upon our matrix 
of decisionmaking. These weaknesses, if left unaddressed, could 
have dire consequences for this Nation and for the world. 

The timing of this exercise comes almost 90 days before the real 
biological attacks, now using anthrax. It appears to have fore¬ 
shadowed this event. At that time, no one imagined that we would 
be facing a biological weapon terrorist attack right here in the 
United States Senate and elsewhere in the Nation, using the U.S. 
Postal Service as the means of delivery. 

Now, all Americans understand how important it is to think 
through and plan ahead for such once unthinkable contingencies. 
We are living through one today. 

Before welcoming our witnesses, I want to comment on the con¬ 
text of today’s hearing. The issue of bioterrorist attack is no longer 
hypothetical. It is happening around us. Although this Dark Winter 
scenario represents a fairly dire scenario, many of the issues raised 
in this study are the same ones we are confronting now at the Fed¬ 
eral and state levels. The administration and Congress have han¬ 
dled this situation fairly well under the very difficult circumstances 
of underpreparedness, yet whatever success we have enjoyed as a 
consequence has been a result of the dedication of public servants 
across this Nation—individual citizens and professionals, a whole 
gamut of professionals who are straining every resource to ensure 
fiiat we do not falter. 

The Department of Health and Human Services has recently an¬ 
nounced a number of steps. I agree with many of them, but they 
are not the only agency that must be fully and completely engaged 
in this effort. This afternoon, the full Armed Services Committee 
will conduct its first hearing concerning DOD’s role in homeland 
defense. I expect much of what we have learned in this brief will 
inform our questions for that hearing. 

In conclusion, let me just state again how much I appreciate the 
leadership of this subcommittee by Senator Pat Roberts in the 3 
years that he chaired this subcommittee. His opening statement, 
which I suggested that he take and dust off, that he gave literally 
3 years ago when this subcommittee was organized, could literally 
be used this morning, and it shows how on point those directives 
were. As the former chair of our subcommittee joins us—Senator 
Warner, I said before you came that this subcommittee was stood 
up because of the foresight that you showed in helping us to stand 
this subcommittee up. 

Much of the record that this Nation will use to improve its de¬ 
fenses and beat back this enemy and deal with what is a major 
threat to this Nation, that work has been conducted here in this 
subcommittee under the leadership of Senator Roberts and the 
Ranking Member, Senator Bingaman. Today we continue that 
work. It is very important work, and it is imperative that it be 
done in as urgent a manner as possible. 



4 


With that, let me turn to my ranking member for an opening 
statement, then we will go to a line of questioning. Senator War¬ 
ner, I would be happy to recognize you for a moment. 

[The prepared statement of Senator Landrieu follows:] 

Prepared Statement by Senator Mary L. Landrieu 

I would like to thank you all for that excellent presentation, I know our members 
found it most useful. In my opening remarks, though, I would like to give the Dark 
Winter exercise a bit more context. There is a perception in this country that the 
biological attack that we are currently under is unprecedented, unpredicted, and un¬ 
paralleled. While these attacks represent a new kind of war for America, they have 
precedence throughout human history. The great Chinese strategist Sun Tzu is well- 
known to many of the members of this subcommittee, and no doubt to our wit¬ 
nesses. One of his famous dictums on strategy is: 

“The supreme act of war is to subdue the enemy without fighting.” 

This proverb on warfare is used in all sorts of contexts. Diplomats have used it 
to advocate for more robust diplomatic initiatives. Other experts have cited it to dis¬ 
cuss the importance of planning and simulation. However, its real context brings us 
to the heart of what Dark Winter is all about. Sun Tzu was suggesting to Chinese 
generals in 340 B.C. that they poison the wells of their enemies. In doing so, they 
would weaken their opponents’ capability and will to fight before a sword had even 
been raised. 

Our subcommittee meets this morning to receive a presentation of the Dark Win¬ 
ter exercise held earlier this summer to simulate the effects of a hypothetical bio¬ 
logical warfare attack on the United States, using smallpox. 

The purpose of this hearing really impacts another ancient dictum from Sun Tzu, 
“Know your enemy, know yourself, and you can fight a hundred battles 
without disaster.” 

The Dark Winter exercise was created to teach us something about our enemies— 
what might they do in a worst case scenario? However, it was also intended to teach 
us something very important about ourselves. It is a test of our ability to react to 
a biological attack. By using real policymakers, it exposed the weaknesses that im¬ 
perfect information, political pressure and doctrinaire thinking can have upon our 
matrix of decisionmaking. These weakness, if left unaddressed, could have dire con¬ 
sequences for this Nation. 

The timing of the Dark Winter exercise, coming almost exactly 90 days before the 
real biological attacks now using anthrax, appears prescient. When Senator Roberts 
and I first decided to hold this hearing, it was before the terrorist attacks of Sep¬ 
tember 11. 

At that time, nobody imagined we would be facing a biological weapon terrorist 
attack right here in the Senate and elsewhere in the Nation, using the U.S. Postal 
Service as the means of delivery. Now all Americans understand how important it 
is to think through and plan ahead for such once unthinkable contingencies. We are 
living through one today. 

Before welcoming our witnesses, I want to comment on the context of today’s 
hearing. The issue of a biological terrorist attack is clearly no longer hypothetical. 
It is unfolding daily around us. 

Although Dark Winter represents a fairly dire scenario, many of the issues raised 
in the study are the same ones now confronting the Federal and state authorities 
in those locations where anthrax has been sent. There are serious questions about 
antibiotics, about vaccines, about how to know what is happening and how to keep 
the public informed. It is a very considerable public health challenge, and a govern¬ 
ment management challenge. 

I think the administration and Congress have handled the situation well under 
very difficult circumstances. Yet whatever successes we have enjoyed is a result of 
the dedication of public servants across the Nation, who are straining every resource 
to ensure that we do not falter. The Department of Health and Human Services has 
recently announced a number of steps to deal with the current anthrax mailings, 
and with potential future attacks involving smallpox. They are appropriate and are 
universally endorsed. However, as the Dark Winter exercise makes clear, HHS is 
clearly not the only agency that needs a comprehensive plan about the role it will 
take in a domestic biological attack. This afternoon, the full Armed Services Com¬ 
mittee will conduct its first hearing into the Department of Defense (DOD)’s role 
in homeland defense. I expect that much of what we have learned in this brief will 
inform our questions for that exercise. 
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There is one sense in which we are quite fortunate. We have been given a shot 
across the bow with this attack of anthrax. What has occurred has been a tragedy 
for the victims and their families. I would have done anything in my power to pre¬ 
vent it. Yet the brief that we just viewed makes clear that it could have been much 
worse. Had we been attacked initially with a communicable agent, and been caught 
unaware, we might be facing a crisis which would make current events pale in com¬ 
parison. However, when it comes to biological attack, forewarning is an incredible 
asset. If we harness the power of the knowledge we now possess, we may forestall 
an even greater tragedy. 

This exercise provides a real asset to our administration as well. It should inform 
the decisions of Governor Ridge as he undertakes his herculean task. It should in¬ 
form the decisions that we make here in Congress. Ultimately, I am confident that 
its findings will inform the decisions that all Americans will need to make with re¬ 
spect to the delicate balance that we must craft between personal liberty and public 
safety. 

As for the attack that we are addressing here in Washington, it should be noted 
that anthrax is not a contagious disease, and it is easily treated with antibiotics if 
exposure is known or presumed. Smallpox, the subject of the Dark Winter simulated 
attack, would present additional, but hopefully manageable, challenges. In any 
event, one of the most important issues confronted in the Dark Winter exercise is 
the need to inform the public on what steps to take if we are to avoid a breakdown 
in the American way of life. While we are a long way from the worst case scenario 
in our present circumstances, the American public is justifiably anxious about our 
level of preparations. Dark Winter teaches us that we literally cannot do enough to 
educate the American people about this threat ahead of time, so that should we suf¬ 
fer additional attacks, we will be ready. Walter Lacquer in his book “The New Ter¬ 
rorism” reminds us that the destruction caused by a weapon may be, in itself, rel¬ 
atively insignificant. The real danger stems from the damage caused to our civil in¬ 
stitutions, which rely on a functioning democracy. 

This is not a new task for the Federal Government. Everyone in this room remem¬ 
bers the civil defense educational efforts in the fifties. I bet there are people in this 
room who could hum the tune to the old “duck and cover” cartoons. Now, I am not 
suggesting that we use that over-simplified model of the threat of nuclear weapons 
for dealing with the threat of biological weapons. Yet, the American public must 
have that same level of familiarity with this threat. It is incumbent on Congress 
to provide the administration with resources to undertake such an effort. Further¬ 
more, we must take the legislative steps necessary to bridge gaps in our system of 
emergency response—to tear down fifedoms that inhibit the flow of information and 
intelligence. It is the particular responsibility of the Armed Services Committee to 
ensure that the Department of Defense is playing an appropriate role in these ac¬ 
tivities. 

As this subcommittee’s name implies, this hearing will focus not only on the now- 
emerged threat of a biological terrorist attack, but also on the lessons learned and 
the additional steps to take to provide new, necessary capabilities so we can better 
prepare for such potential attacks in the future. These steps presumably include 
better coordination between Federal and state officials, better intelligence on likely 
threats, and more research on the vaccines and drugs needed for medical efforts. 

The topic of this hearing is of such great interest that we have invited all mem¬ 
bers of tbe full committee to join us if they can, and I want to welcome those mem¬ 
bers who are able to participate. 

We are very pleased today to have one of our own, the former chairman of the 
Armed Services Committee, Sam Nunn, here to present the Dark Winter exercise. 
I understand that you played the role of the President in the exercise, which must 
have been a sobering experience. Senator Cleland will be introducing you after Sen¬ 
ator Roberts has made his opening comments. However, let me just express my feel¬ 
ings about Senator Nunn. This country and this Congress owe you and Senator 
Lugar an enormous debt of gratitude for your vision and work in this field. Through 
your cooperation with the Center for Strategic and International Studies (CSIS), the 
Nuclear Threat Initiative, and your work on the hallmark Nunn-Lugar legislation, 
you have done more than almost any single human being to protect the future of 
your Nation. All of us on this subcommittee stand on the shoulders of a true giant 
when we undertake the work that you initiated in this body. 

We are also glad to have Dr. John Hamre join us today. Dr. Hamre is the Presi¬ 
dent of the Center for Strategic and International Studies, and he played a major 
role in organizing the exercise. John is well-known to this committee as the former 
Deputy Secretary of Defense, and in an even more noble calling to public service, 
a staff member of this committee. He has shown himself to be one of the most for- 
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ward thinking yet pragmatic minds that our Nation can call upon in this time of 
crisis. I am very pleased that he is able to join us. 

We also want to extend a warm welcome to Dr. Tara O’Toole and Colonel Randy 
Larsen, who were instrumental in the creation of this exercise. Dr. O’Toole is a pub¬ 
lic health expert and Deputy Director of the Johns Hopkins Center for Civilian Bio¬ 
defense Strategy, who can help us understand some of the complex issues related 
to managing such an attack. Colonel Larsen is Director of the ANSER Institute for 
Homeland Security, and he is retired from the Air Force. I would like to thank both 
of them for their excellent work in bringing Dark Winter to fruition. 

Before turning to our witnesses, I would like to ask Senator Roberts, my ranking 
member and the first chairman of this subcommittee, to provide any opening com¬ 
ments he wishes to make. I suggested to Senator Roberts yesterday to dust off the 
opening statement he gave nearly 2 years ago in this same subcommittee. The 
worked that he established with Senator Bingaman over the last 3 years dem¬ 
onstrates much needed leadership and foresight. I consider myself fortunate to have 
him as my ranking member. To give you some sense of this man’s capability, let 
me just read from his statement on March 22, 2001: “Terrorism is not new. i^at 
is new, however, is the arsenal of weaponry now potentially available to the terror¬ 
ist groups. The modern tools of the terrorist trade may no longer just be machine 
guns and truck bombs. The new death machine employed in the name of a higher 
being by self-proclaimed disciples might spring from a chemical formula, laboratory 
vials, or cyber codes.” That statement summarized our current war perfectly. I look 
forward to his further insight today. 

Senator Roberts. Madam Chairman, I would like to yield my 
time now to the distinguished ranking member. There is a general 
provision conference going on in regards to the defense authoriza¬ 
tion bill, so I would like to yield to Senator Warner. 

STATEMENT OF SENATOR JOHN WARNER 

Senator Warner. I thank my colleague. I will be very brief. We 
are conducting. Chairman Nunn, the general provisions conference, 
and how well you remember that through the many years that you 
served with great distinction on this committee as chairman. 

Indeed, the concept that I put in place for the Emerging Threats 
and Capabilities Subcommittee when I became chairman of this 
committee was something you and I discussed often when I was 
ranking under your administration as chairman. I commend both 
of you for carrying on the work that is very important for this sub¬ 
committee, and the strategic center for which you are now the chief 
executive officer with Dr. Hamre. The two of you have done vital 
work in this area and many other areas. 

This subject of smallpox is now being discussed at all levels of 
our Federal Government. I happen to know it is at the highest 
level, and the work that you did reminds me of Paul Revere. It is 
remote, but the catastrophic proportions are almost incalculable. 
So, as a citizen of this country I express my appreciation to your 
organization, particularly the two of you and others at this table 
who have worked on this issue. But it has to be put in proportion— 
as was raised in a very important question here a moment ago by 
one of our colleagues—and we cannot scare America. This is one 
of those times where if America takes prudent steps in a timely 
way we can prepare to meet this crisis. 

I hope that this session. Madam Chairman and our ranking 
member, concludes on that note. This is another challenge to our 
country which can be met in a timely way, to avoid the cata¬ 
strophic proportions of a disaster that this disease could deal. 

I thank you. Thank you. Madam Chairman. 

Senator Landrieu. Senator Roberts. 
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STATEMENT OF SENATOR PAT ROBERTS 

Senator Roberts. Madam Chairman, I would like to thank you 
for calling this hearing on an issue that is of vital and critical im¬ 
portance. In light of the events of September 11 and the recent an¬ 
thrax attacks, obviously this is very timely, but for the nearly 3 
years I have served on this subcommittee, first as the subcommit¬ 
tee chairman and now as the ranking Republican, scenarios such 
as the one we will review today have always been of vital impor¬ 
tance. 

As you have indicated. Madam Chairman, when we would have 
witness after witness, and hearing after hearing—and we have had 
them all. We have had the Bremer Commission, the Gilmore Com¬ 
mission, the Hart-Rudman Commission, CSIS folks, we have had 
the Top-Off experts. We would always ask them, “what keeps you 
up at night, what is it that you think would be of gravest danger 
to our national security, our homeland defense?” The number one 
response in terms of a priority, other than the typical response of 
a car bomb or a truck bomb, was bioterrorism. That is why this is 
so important, and why I really credit you. Madam Chairman, for 
holding this hearing. 

I have been briefed by Dr. Hamre and by Colonel Larsen on the 
Dark Winter exercise. Some of our colleagues have as well, and we 
were again this morning. I am so pleased that we have them before 
the subcommittee today, along with our former distinguished col¬ 
league and former chairman. Senator Nunn, and from Johns Hop¬ 
kins, Dr. O’Toole. It was riveting in terms of the demonstration, 
and the program put on by Dr. Hamre. That is a good way to put 
it. Madam Chairman. 

It is not that the dog did not bark. We have heard a lot of bark¬ 
ing now, and if we put it in context I think we can move along the 
lines that Senator Warner has talked about. I hope this hearing 
will guide us as we continue our work to ensure that our Nation 
is prepared for a terrorist attack using a weapon of mass destruc¬ 
tion, in particular a biological attack. 

I thank you for your leadership. 

Senator Landrieu. Thank you. At this time Senator Cleland will 
introduce Senator Nunn, then we will hear brief remarks from Dr. 
O’Toole and Colonel Larsen. 

STATEMENT OF SENATOR MAX CLELAND 

Senator Cleland. Thank you. Madam Chairman, and may I just 
congratulate you for having this hearing and for your leadership in 
this particularly vital area of our national interest. 

I will say it is chilling to come back to this room, where about 
6 weeks ago I asked you and the distinguished Senator from Kan¬ 
sas, “what does keep you up at night?” After Senator Roberts had 
chaired the subcommittee for some 3 years and was barking loudly 
all of those years, and you had just taken over, both of you looked 
at the testimony. You examined the witnesses and read the record, 
and I deliberately asked both of you, “what is the greatest threat, 
in your opinion, to the United States?” Both of you concluded the 
same thing—number one, a bioterrorist attack. I can remember 
Senator Roberts, sitting right over there 6 weeks ago, said, “it is 
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not a question of whether, but of when.” That was a very chilling 
moment for me, because a week later it happened. 

So I think this is a very serious meeting that we are having here 
today. I would like to take the personal privilege of introducing a 
man who has been a hero to me for many years. He has been re¬ 
ferred to in this hearing today as Mr. President, following the Dark 
Winter exercise. He has been referred to as a chairman. I call him 
by his first name—sir. [Laughter.] 

This is the man that I attempted to replace and took his seat not 
only in the Senate, in Georgia, but on this distinguished committee, 
and it is an honor to be with him today. He continues to serve. He 
has involved himself in many leadership positions. He is the chair¬ 
man of the Center for Strategic and International Studies. He is 
head of that board. He works with the Concord Coalition, and most 
recently the Nuclear Threat Initiative. He continues to bark loudly 
about these issues that are before us today. He informed the Sen¬ 
ate on a range of issues facing the United States, and has informed 
us over the last few years. 

So it is a pleasure to have him with us here today. Senator Sam 
Nunn, we thank you very much for your diligent work, and thank 
you for continuing to work as a private citizen. Welcome to the sub¬ 
committee. 

STATEMENT OF HON. SAM NUNN [FORMER SENATOR FROM 

GEORGIA], COCHAIR AND CHIEF EXECUTIVE OFFICER, NU¬ 
CLEAR THREAT INITIATIVE 

Senator Nunn. Thank you very much. 

Senator Landrieu. Thank you. Senator. If you want to, please 
make brief remarks, and then we will have a more formal state¬ 
ment from Dr. O’Toole and Colonel Larsen. 

Senator Nunn. Let me just say that I am grateful for the leader¬ 
ship of this subcommittee. Senator Roberts, you have done an out¬ 
standing job. Senator Landrieu, you have done a terrific job, and 
I thank Senator Bingaman and all of you for maintaining interest 
in this subject and stimulating the kind of support and resources 
that this country would not have provided without this subcommit¬ 
tee. That started right after the Cold War and has been continuous 
for the last decade. It has been unheralded. People have not real¬ 
ized it. People have not understood it, but nevertheless you have 
stuck to the course of dealing with this subject in a meaningful 
way. I particularly refer to working with Russia in terms of trying 
to get their own arsenals—which were the largest ever made in the 
history of mankind, in terms of nuclear, chemical, and biological 
weapons—under control. 

Some call it the Cooperative Threat Reduction program, some 
call it the Nunn-Lugar program, but it came from this subcommit¬ 
tee. It originated here and has been sustained here, and Senator 
Roberts, I am particularly grateful for your leadership, because it 
has been viewed by some as foreign aid, which is a totally false 
premise. It is national security of the first order. 

The legislation known as the Nunn-Lugar-Domenici legislation 
also created the framework for domestic protection and homeland 
defense, because it provided funding for training emergency person- 
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nel at the local level, firemen, policemen, and medical personnel, 
and it provided research funds for early protection. 

As the author of that legislation, I think it needs updating. It 
needs a lot of questions, hard questions, asked about whether the 
resources have been spent well, and particularly as you are putting 
this new infusion of money into the question of homeland defense 
we need to ask the question about local people. When you go 
through an exercise like we have seen here today, and like those 
of us on the panel went through early this summer, you realize 
very quickly that no matter what we have in terms of an emer¬ 
gency army, or an emergency marine unit, or an emergency kind 
of military unit which would be needed—no question they would be 
needed—they cannot be everywhere. 

In the final analysis, homeland defense has to start at the local 
level, and it has to do with coordination between emergency per¬ 
sonnel, medical personnel, doctors, nurses, and veterinarians. 
Those people have to be trained, they have to be given intelligence, 
a kind of connectivity, so that they can let us know when some¬ 
thing is happening at the local level. Druggists are probably going 
to be on the very front line. They will probably know about an out¬ 
break of disease before even doctors would be notified, because peo¬ 
ple go to the drugstores first, I am told. We have to set up a net¬ 
work and connect people at the state, local, and Federal levels. 
That is something we have not done in a long time. The National 
Guard certainly plays a big role here. 

Senator Cleland, thank you for your leadership. I am proud that 
you have more than filled my place at the table, and I am very 
grateful for your friendship. 

Without getting into a lot more detail, let me just say that home¬ 
land defense—and Senator Roberts, I know you agree with this— 
begins by not letting the materials that are now in Russia end up 
dispersed all over the globe. I consider the Nunn-Lugar program 
homeland defense because it has helped get weapons under control, 
but we have an enormous challenge that has not yet been met. If 
you look at all the nuclear material that is in Russia, plutonium, 
and you look at the highly enriched uranium, and you look at the 
biological stockpiles—and we do not really know what has hap¬ 
pened to those—but if you look at the chemical stockpiles that are 
there and are not being destroyed, there is enough material there 
to feed every terrorist group in history. They would be over¬ 
supplied, and if it is not put under control in an urgent way, then 
we will have big problems. Right now, even with the highly en¬ 
riched uranium (HEU) purchase that is being done on a market 
basis, not a security basis, it ought to be accelerated. We ought to 
consider this a matter of national security. 

It is my hope that President Bush and President Putin will accel¬ 
erate all of these programs. Instead of having 20 more years to go 
before the stockpiles are safe and secure, they need to put a time- 
frame on it and mobilize resources from this country and the world 
to make sure that all weapons and all materials that are weapons 
of mass destruction are safe and secure in that country as well as 
this country, and make sure that we have the kind of transparency 
that is absolutely essential for confidence not only in each other, 
but in the world. 
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There is one other comment I will make that is not directly relat¬ 
ed to this exercise, but I am even more convinced of it after going 
through this exercise. We have a situation on the biological side. 
After World War II we were very wise not only in creating the 
Marshall Plan but in treating Japan and Germany as countries 
that we wanted to have back in the world community. We did enor¬ 
mously difficult things politically after World War II. We did not 
do that after World War I. After World War II we have had years 
and years of relative peace in spite of the Cold War, and Japan and 
Germany played a huge role in that. 

After World War I we ended up inadvertently creating the envi¬ 
ronment that led to much of the conflict in World War II. We have 
to start acting more like our forefathers did after World War II. 
One of the first things they did in the security field was to hire 
some of the German scientists and bring them to this country, be¬ 
cause we did not want them in the Soviet Union—a very good 
move. The German scientists played a critical role in our space pro¬ 
gram and our missile program and many of our security programs 
today. 

Let me offer a radical proposal, but one that I think is based on 
common sense. The Russians have all sorts of scientists that know 
how to make weapons of mass destruction, particularly biological 
weapons. They do not know how to make a living. They do not 
know how to feed their families. Now, we can step up to the plate 
and do something for our own security by engaging that commu¬ 
nity, perhaps through the National Academy of Sciences in both 
countries, perhaps through some defensive program. 

I would like to see President Bush and President Putin announce 
that we are going to have a joint defensive biological program with 
the Russians, get 50 to 100 of their top scientists, and get them 
linked up with our people. We are not going to teach them much. 
They know more about this than we do. When the Soviet Union 
was making these awful weapons of mass destruction, they were 
also making vaccines. They were making early detection devices. It 
is entirely possible that they know more about this than we do, and 
the last thing we want is those people ending up in some other 
countries around the world, which we will not name this morning. 

I think a joint research program and a joint defensive program 
on the biological side with the Russians would send a signal to the 
world, and we would invite other countries like China and allies to 
join us. I just wanted to make a few of those rather broad observa¬ 
tions before we get into the questions, and I would yield at this 
point. 

Senator Landrieu. Thank you for those remarks, and we cer¬ 
tainly take that recommendation under serious consideration. 

Dr. Tara O’Toole, Deputy Director, Johns Hopkins Center for Ci¬ 
vilian Biodefense Strategy. Doctor. 

STATEMENT OF DR. TARA O’TOOLE, DEPUTY DIRECTOR, 

JOHNS HOPKINS CENTER FOR CIVILIAN BIODEFENSE 

STRATEGY 

Dr. O’Toole. Thank you. Madam Chairman. Well, as you noted, 
the Dark Winter scenario is very sobering, and I think it illumi¬ 
nates how a large epidemic would actually unfold. However, I want 
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to affirm very clearly that there is much that we can and should 
do to mitigate the consequences of such an epidemic. Let me just 
review four points that come directly out of the Dark Winter exer¬ 
cise. 

First, after we finished, one of the participants, John White, said 
he was so unfamiliar with the issues involved in managing a con¬ 
tagious disease epidemic that it took him a good part of the exer¬ 
cise to wrap his mind around the questions, and as a consequence 
he said he was very tentative in his decisionmaking. I think that 
is likely to be the case for most people in government. 

Dark Winter’s participants were very distinguished national se¬ 
curity experts with tremendous government experience. I think, as 
Dr. Hamre suggested, it is very important that the Nation’s leaders 
familiarize themselves with the questions that would come before 
you in the midst of a large epidemic. We can do a great deal to dis¬ 
pel the unfamiliarity and the strangeness and at least start work¬ 
ing with common terms of reference. Education is actually the best 
inoculation against fear, and that goes for leaders as well as for 
members of the public. 

Second, Dark Winter illustrated that in an epidemic there are 
some critical commodities which, if you do not have them, you have 
very few options left. In Dark Winter, because we were dealing 
with smallpox, the critical commodity was smallpox vaccine. If you 
have sufficient vaccine, and if you can distribute it quickly to the 
people who need it—and those are big ifs—^you can take smallpox 
off the table as a weapon of mass destruction. 

In other outbreaks you would have different needs for different 
kinds of vaccine and different drugs. We also have an enormous 
need for diagnostic technologies. Imagine the difference in the story 
associated with current anthrax cases if we could diagnose within 
an hour who was or was not infected with anthrax before they are 
symptomatic. Those technologies exist if we want to bring our 
science to bear on this problem and put them into commerce, but 
we need to think about the critical commodities that are necessary. 

Only 15 or so of the top 50 bioweapons agents, or likely bioweap¬ 
ons agents that the Defense Department worries about, have vac¬ 
cines or drugs associated with them that we could use. We need a 
significant R&D program in this country for biodefense. Senator 
Nunn’s suggestion about bringing the Soviet scientists with dec¬ 
ades of experience into the fold is fascinating. 

The United States has absolutely extraordinary talent in bio¬ 
medical, pharmaceutical, and biotechnology research fields, and we 
are not using it. The people in these fields are not now engaged in 
government work. We need to get them engaged. 

Third, we need to think about the public health and medical in¬ 
frastructure. It does not matter how great your vaccine is, it does 
not matter how much Cipro you have if you cannot distribute it 
and you cannot take care of sick people. We have no elasticity, no 
surge capacity in our current medical and public health infrastruc¬ 
tures. We can fix that. 

Finally, there is information flow. Senator Nunn said at one 
point in the exercise—this was when there was discussion about 
whether or not to federalize the National Guard because there was 
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violence breaking out across state borders. One governor did not 
want to let potentially infected persons into his state. 

Senator Nunn said, “listen, there is no way in the world that you 
can get 250 million Americans to do anything they do not want to 
do and that they do not think is sensible.” That is true. The only 
way we are going to convince people that the public health rec¬ 
ommendations being made by the government are sensible is by 
giving them enough information to make up their own minds. In¬ 
formation flow is very difficult in the midst of the confusion of a 
battle, whether it is an epidemic or a hot war overseas, but it is 
crucial, particularly when people think their families’ lives are 
being affected. 

You have to give the public enough information so that they can 
make up their minds and say, “yes, what the government is rec¬ 
ommending sounds sensible.” That was a real challenge in Dark 
Winter, because we had more uncertainties, more questions than 
we had answers. It is also the case now, but I think the challenge 
has to be faced, and we have to stand up to it and do better than 
we are doing now. 

Thank you. Madam Chairman. 

Senator Landrieu. Thank you. At this point, let me take the 
chair’s privilege to recognize our chairman. Senator Levin, who has 
given us great guidance through this situation that we are cur¬ 
rently experiencing, as well as his leadership on the Armed Serv¬ 
ices Committee. We will be conducting a full Armed Services Com¬ 
mittee meeting at 2:00 this afternoon to discuss the specific role of 
the Department of Defense in protecting the homeland and combat¬ 
ting these new and emerging threats and the kind of reorganiza¬ 
tion that may or may not be necessary. Senator Levin, if you would 
like to make a few brief remarks, then we will get back to our 
panel. 

STATEMENT OF SENATOR CARL LEVIN 

Chairman Levin. Thank you very much, and let me first con¬ 
gratulate you. Senator Landrieu and Senator Roberts, for this 
emerging threats effort. Senator Warner, with my support, in the 
last Congress created this Emerging Threats and Capabilities Sub¬ 
committee, and you have done tremendous work with it. You have 
foreseen what the real threats are to this country in terms of the 
terrorist threats being very real threats, the shift in our thinking 
and resources which must take place as a result of the emerging 
threats, and the new threats we face. 

Many of us have seen this for many years, but the events of Sep¬ 
tember 11 have clearly focused our attention on this. Your Dark 
Winter effort, may I say to each of you, but particularly to you, 
Sam—and Senator Nunn, I guess I should be formal- 

Senator Landrieu. President Nunn. [Laughter.] 

Chairman Levin. —has really been helpful in also accelerating 
the thinking and the thought processes which have to be changed 
if we are going to address the kind of threats which you focus on 
in Dark Winter. 

I would just like to make a couple of quick comments since I am 
not going to be able to stay for questions. We are in the middle of 
a conference. The reference to the Russian scientists it seems to me 
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is a very vital and valuable one. Senator Nunn, with Senator 
Lugar, was instrumental in doing work with Russia in formulating 
the Nunn-Lugar program. This is a way of further utilizing Rus¬ 
sian scientists and perhaps even Russian vaccines to increase the 
supply here, should the decision be made to vaccinate for smallpox. 

There is a huge talent pool, a huge capability pool there which 
Senator Nunn and Senator Lugar tapped earlier, when Senator 
Nunn was here, and now it seems to me it is available for our use 
for additional purposes, particularly in the biological area. 

Second, I would hope that you could address the question of 
whether or not you would recommend vaccinating all of our people 
should the vaccines be available. I have seen the film, and I re¬ 
member your dilemma as to where you put the small amount of 
vaccine that you have. But would we be able to produce enough, 
in enough time to vaccinate everybody, should the decision be made 
to do so? 

I have actually had discussions with President Bush on that sub¬ 
ject. It is not an easy decision, because there is a small death rate, 
but a death rate nonetheless from vaccinating people, and if it is 
one in 1,000, that means that for every million people you are 
going to be losing, I think, 100, if my math is correct. That means 
that for 100 million people, it is going to be 100 X 100, which I 
think is 10,000. 

Now, you can identify the more vulnerable parts of our popu¬ 
lation in terms of people who have had certain ailments and dis¬ 
eases and perhaps not vaccinate them, but nonetheless there is 
that risk. I hope you would comment on that issue when the ques¬ 
tion period comes around as to what you know about that. Assum¬ 
ing the vaccine is available, if you would utilize it for everybody, 
at least those who are not vulnerable, particularly. 

So I want to thank you. Madam Chairman, for your tremendous 
leadership. You, as Senator Roberts’ partner, have done that both 
in the last Congress and this Congress, and they have really ad¬ 
vanced that cause tremendously. 

Thank you. 

Senator Landrieu. Thank you, Mr. Chairman. Let us hear from 
Colonel Larsen for his remarks, and then we will get into our ques¬ 
tions. 

STATEMENT OF COL. RANDALL J. LARSEN, USAF (RET.), 

DIRECTOR, ANSER INSTITUTE FOR HOMELAND SECURITY 

Colonel Larsen. Thank you. Ma’am. I have some short remarks. 
I retired from active duty about 18 months ago, and I was the 
chairman of the Military Department at National War College. I 
spent the 5 years before that studying the future of warfare, spe¬ 
cifically homeland security and biological warfare. 

Dr. O’Toole and I spent 6 months working together on Dark Win¬ 
ter, and I want to talk just briefly about the two most important 
lessons I got out of Dark Winter. As a military officer, I did not 
think I would ever sit here and say that public health infrastruc¬ 
ture is nearly as important to national security as the Department 
of Defense is, but I truly believe that today. Our public health in¬ 
frastructure is not what it needs to be today. 
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Second, I think I have a better understanding of the fact that 
small nations and some non-state actors can seriously threaten this 
Nation. We see that today. In my opinion, their strategy is to at¬ 
tack our economy and not our people. To answer your earlier ques¬ 
tion, you asked what we think is the most likely next attack, and 
I think it is an attack on our agricultural system. It will have a 
tremendous impact on our economy. 

I am a little bit concerned that in a lot of the work that is being 
done everything is focused on consequence management. Well, this 
is a subcommittee of the Armed Services Committee. I think we 
need to spend a lot of time looking at deterring, preventing, and 
preempting this action. As we have seen, the only good thing we 
can do about Dark Winter is prevent it from happening in the first 
place, and that is why what we are doing in Afghanistan today is 
so very important. 

I think we need to understand that we are at war, and I think 
most Americans do right now. We need to understand that the pur¬ 
pose of a war is to build a better peace, and that means reestab¬ 
lishing deterrence, improving our prevention programs, and re¬ 
thinking our policies on preemption. 

In the Cold War, preemption was almost a four-letter word, be¬ 
cause it was linked to first use of nuclear weapons. I think we need 
to spend a lot of time thinking about preempting. If we have good 
intelligence that there is someone on the far side of the world that 
does not like the United States and is acting in a threatening way, 
we need to consider taking action first, instead of waiting for 
things like 11 September. 

Deterrence will be difficult, certainly not as easy as it was in the 
Cold War. We will not have 100 percent success. Therefore, we 
must improve our public health infrastructure. When deterrence 
fails, we must be capable of responding in a manner that denies 
the attackers from reaching their goals. 

Research and development is very important in the area of vac¬ 
cines and antiviral drugs. Some have recommended a long-term 
goal of bug-to-drug in 24 hours. That almost sounds like science fic¬ 
tion, but I will tell you it is possible, and it is necessary in the fu¬ 
ture, because we are not going to see just the classic agents Dr. 
O’Toole was talking about in the future, and that is where most of 
my study is—out in the future. 

Ten years from now we will be faced with genetically engineered 
bioweapons that we have not seen before. We must be able, 
through our scientific power, to detect that and within 24 hours 
come up with a treatment. That is where we need to be headed in 
the future. 

In the last 7 years, I have been working on a framework that ap¬ 
plies to both your subcommittee and the Senate Armed Services 
Committee. When we talk about homeland security, it is more than 
just consequence management. It is a strategic cycle that begins 
with deterrence, prevention, preemption crisis management, con¬ 
sequence management, attribution, and retaliation. How we func¬ 
tion today in consequence management, attribution, and retaliation 
will lead us back to establishing deterrence. We need to look at 
that strategic cycle. I hope that Secretary Ridge’s authority will 
give him power over that entire cycle, and not just a small wedge 
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in crisis and consequence management, sort of a super-FBI and 
super-FEMA. 

Those are the things that I would like to address today, and I 
am ready to answer your questions. Thank you. 

Senator Landrieu. Thank you. Colonel. We very much appre¬ 
ciate that, and particularly appreciate your focus on prevention, 
preemption, and detection, because while consequence management 
is something we are all engaged in at this particular time, I think 
the American public would be pleased if we would give some addi¬ 
tional focus to the prevention and protection aspects of this, and so 
I thank you for that. 

It is now time for questions. I will begin and I will keep them 
short so that we all have an opportunity. 

Dr. O’Toole, you spoke about the Dark Winter exercise. In our 
current anthrax situation, it is clear that our local medical officials, 
doctors, nurses, and hospitals play a critical role, as we saw in the 
presentation and in your remarks, of identifying victims and con¬ 
trolling the spread of this disease. 

In your opinion, are we providing enough medical information, in 
the current anthrax crisis, to our local and medical officials, hos¬ 
pitals, and researchers? If not, how could we, and what specific 
suggestions might you have for us to do that? 

Dr. O’Toole. Well, Madam Chairman, I think we could do and 
need to do much better than we are doing now. Clinicians need ex¬ 
plicit and detailed information about how anthrax presents itself, 
what the symptoms are, how you do the diagnostic tests that are 
called for, how specimens are collected, where they are to be sent, 
and so on and so forth. 

The New York City Department of Health put out some very use¬ 
ful materials to those ends, and the Center for Disease Control 
(CDC) put out some useful materials somewhat later, but the dis¬ 
tribution systems of those health departments are not reaching 
physicians. We need to engage the American Medical Association, 
which is willing to step up to the plate. They have approached us 
and the government to see how they can help. They have the ca¬ 
pacity to get information to all licensed physicians. Other profes¬ 
sional societies such as the Infectious Disease Society of America 
are eager to help, but we need the CDC to release clear case his¬ 
tories of the patients who were infected and in particular those 
who died sometime ago. 

We need a much clearer articulation and understanding of, for 
example, the environmental sampling protocols that the CDC is 
using to detect where the anthrax has spread. Much more defini¬ 
tive, clear, and less contradictory information about how 
aerosolizable the anthrax is would have given us a better sense of 
the risk. It might have driven investigations in different directions. 
It is very difficult to find out how many cases are suspected on a 
given day. 

We need much clearer information, a lot more information on the 
details. I understand that some of this may be sensitive, because 
it is related to criminal investigations or national security matters. 
This is the time, I would suggest, particularly with this information 
that touches on clinical matters and decisions about who is at risk 
and who should be treated, this is the time to err on the side of 
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telling people the truth. We need faster information, more informa¬ 
tion, and it needs to be targeted to the medical and public health 
community. 

Senator Landrieu. Thank you. 

Senator Nunn, earlier you made what I think was a very smart 
suggestion about some initiatives that could be taken in terms of 
new relationships, partnerships with Russia. The science and re¬ 
search that is involved could take us to a new level of prevention 
and protection, and I think that was an excellent comment. But 
you also sat through this Dark Winter exercise acting as the Presi¬ 
dent of the United States managing the consequences of a biologi¬ 
cal attack. 

Would you just suggest, in your opinion, how you would propose 
that the Federal and state governments reach an understanding 
about this issue, or how best we could proceed between all that you 
learned and all that you know about what happened in Dark Win¬ 
ter. How could we better establish a relationship between the Fed¬ 
eral, state, and local governments now as we deal with the anthrax 
situation that is unraveling here, as well as to help us in the event 
that other attacks are down the road? 

Senator Nunn. It is hard for me to give you a real prescription, 
since I am not sure what is being done right now in terms of state- 
Federal communication, but certainly the public health officials at 
the CDC need to be in touch with every state public health depart¬ 
ment. 

Second, the people at HHS and the leadership need to be in 
touch with the leadership of the health community, all the private 
organizations, the medical associations, and the pharmaceutical as¬ 
sociations. 

Certainly we need to send a strong signal to the pharmaceutical 
associations and the biotechnology community from the Federal 
Government, that we would like for you to organize yourselves and 
have your own baseline inventories of all dangerous pathogens, and 
have your own best practices and your own standards. 

The nuclear industry has done this. It is not perfect, but it did 
it after Three Mile Island, and it did it worldwide after Chernobyl, 
so we have a world association of nuclear operators where it does 
peer reviews, where it looks at safety. We do not have anything 
like that, that I know of, in the pharmaceutical industry. Each 
company has their own thing, so I think all of those things need 
to happen in a partnership with Federal and state officials. 

Now as to the exact mechanism—health official to health offi¬ 
cial—certainly Federal health officials to all the private organiza¬ 
tions, that would be another channel. Probably the Council of the 
Governors Association would be a good vehicle to have this go 
through, but I think the primary challenge now is that the Federal 
Government has to have its own communicators. I am not sure we 
have that right now. 

We must have people who can stand up on a daily basis and brief 
the American people so they can be told what makes sense for 
them to do, as Dr. O’Toole said, they can be told in a way that will 
convince them that the Federal Government knows what it is talk¬ 
ing about. I am sure we are prepared for that right now. I blame 
no one, but I think this communication gap is huge. 
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In addition to all of that, we have to plug into the World Health 
Organization, and we have to understand that the CDC has a role 
all over the world, and many times the way the CDC gets into a 
country where there may be an infectious disease and/or biological 
terrorism is through the World Health Organization. 

One of the things that the Nuclear Threat Initiative—in which 
we have a whole Mological section—and I have two of our experts 
on it here today—one of the things we are doing is making a grant 
to the World Health Organization (WHO), because right now when 
there is an infectious disease that takes place in a third world 
country that does not have very strong resources, they have to have 
a fundraiser before they can send their people out to investigate it. 

Now, in a global society where planes are leaving Africa and Asia 
every day, where people are going back and forth, what happens 
as a consequence is the smallpox in Africa or ebola virus can come 
here very quickly. But the WHO has to go out and raise the money, 
so we gave them a grant and basically said, here is about $1/2 mil¬ 
lion. You take this money, go check the disease first and raise the 
money later to replace it—so it is supposed to be a revolving fund. 
This is down from the Federal Government, the state government, 
and the local government, and it also goes across borders and 
across oceans. 

Senator Landrieu. Thank you. We will try to have 5 minutes 
each. 

Senator Roberts. 

Senator Roberts. Colonel Larsen, thank you for mentioning agri¬ 
culture, and I would term that as agroterrorism, or agricultural se¬ 
curity. It is so easy to do with the introduction of pathogens on a 
crop. I am not talking about processed foods. There is a Senator 
from Kansas who has introduced a bill calling for the improvement 
of the port facilities. We have the research facilities in agriculture 
providing several hundred million dollars in research to come up 
with antidotes to these things, so thank you for bringing that up. 
That is going to be considered in this bioterrorism package that we 
consider next week, hopefully, in Congress. 

Senator Nunn, thank you for being Sam Nunn. I want to report 
to you, sir. We have spent a little over $5 billion for the Initiative 
for Proliferation Prevention. That is the acronym IPP. We have an¬ 
other one called nuclear cities, and then we have the Cooperative 
Threat Reduction program, very popularly called the Nunn-Lugar 
program, and accurately so. 

We on this subcommittee, through the help of staff and the 
House of Representatives, have called for transparency, inter¬ 
national cooperation in terms of contribution access in regard to 
the secret cities of Russia, and also Russian payment. What a mar¬ 
velous opportunity now, with an international campaign against 
terrorism, for President Putin and President Bush to sit down and 
do exactly what you have said. We have a little over $1 billion in 
the budget. It seems to me if we could take advantage of the very 
people you and I visited with, they are a real resource, and I ap¬ 
plaud your effort. 

Senator Hutchinson had to leave, and he indicated. Dr. O’Toole, 
in the private session, when you have a low probability/high risk 
situation with smallpox, and we are making a full effort in trying 
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to answer the question of how we are going to vaccinate everybody 
in America, yet in terms of anthrax we do not even have a vaccine 
without a lot of problems with FDA approval. What was your as¬ 
sessment of that? Would you please repeat that? 

Dr. O’Toole. Well, he asked me a question. I said I thought the 
current situation with the anthrax vaccine was basically illogical 
and indefensible. We need to be putting a lot more resources into 
developing a second generation anthrax vaccine. There is work un¬ 
derway, under the auspices of NIH and the U.S. Army Medical Re¬ 
search Institute of Infectious Diseases (USAMRIID) to develop a 
recombinant virus, a vaccine that would have few side effects. That 
work has limped along on a shoestring for years. It needs to be ac¬ 
celerated. 

I would also suggest at this point that we get some clarification 
on the amount of anthrax vaccine that is now available and wheth¬ 
er or not it has met FDA standards. There may be nearer-term op¬ 
portunities to use that vaccine, and we should have the facts on 
hand to know whether or not there is, indeed, any available. 

Senator Roberts. Senator Nunn, speaking for Dr. Hamre as 
well, to what extent has the executive branch been briefed on this 
exercise, when did you do it, and what was their reaction? 

Senator Nunn. I do not know the exact number of times. I have 
testified on Capitol Hill several times. I have met with some offi¬ 
cials informally in the executive branch. John Hamre has met with 
them on a formal basis. Randy and Tara probably were there, but 
I know they have briefed Vice President Cheney, and I know they 
have briefed a number of people around the government and the 
executive branch. 

Their reaction was first one of some degree of alarm and, second, 
a realization that things had to be done. I would say they reacted 
very positively in terms of constructive efforts being undertaken. I 
believe what the Secretary of HHS has done in terms of vaccine is 
probably an outgrowth of this kind of discussion. 

Senator Roberts. So on the nine lessons learned that you have 
in your summary, they were very favorably disposed toward those 
nine, if we can get our act together here in Congress to get some 
bipartisan support for those changes? 

Senator Nunn. Right. I wish they had had a little more time to 
absorb the lessons we had learned on communication, because the 
communication part of it is just a key element here. 

Senator Roberts. Dr. Hamre has left, but Dr. O’Toole, he 
stressed exercises, exercises, exercises. You have been involved in 
all the Top-Off exercises, most especially the one in Denver, and 
my question is, would you consider greater involvement by the ex¬ 
ecutive and the legislative branches? I think we need more exer¬ 
cises. 

Dr. O’Toole. Yes. I think exercises are extremely helpful. They 
certainly raise awareness. They can help you understand where 
your vulnerabilities are. To do them right requires a certain invest¬ 
ment in resources at the front end, but they are, I think, very con¬ 
structive and very effective and efficient ways of basically briefing 
the whole government. 

Senator Nunn. If I could add one point on that, it gets you to 
the point, if you sit through one of these things, where you basi- 
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cally have very little patience for bureaucratic obstacles, and any¬ 
body going through this would, whether it is at the Federal or state 
level. 

Senator Roberts. Is it true that one of your advisors, after about 
the 2-week time frame—and I know it did not take 2 weeks—said, 
Mr. President, we have to bomb somebody? 

Senator Nunn. I think that was probably an expression of exas¬ 
peration. It is eerie as to how similar it is right now to this anthrax 
situation. 

Senator Roberts. I have one very quick question. I know my 
time has expired. I apolo^ze to my colleagues. Down the panel, 
should we begin preparations to inoculate all Americans against 
smallpox, or is that an overreaction? We will begin with Colonel 
Larsen and go down. 

Colonel Larsen. I think we need to build the stockpile, but based 
on the 1 in 5,000 reaction rate, I think we would have to seriously 
consider stockpiling it and developing logistics systems so that we 
could quickly get it out in case there were an attack, but the real 
expert on that would be Dr. O’Toole. 

Senator Nunn. I would punt and go to Dr. O’Toole. I would just 
say I think the medical people need to study this very carefully, 
but having the stockpile is an enormous protection. I believe if you 
have the stockpile and you distribute it to various parts of the 
country where it can be there early, and if you get medical person¬ 
nel, everybody at the drugstore level, everybody aware of this so 
they can recognize it early and get this communication set up, you 
would probably not have to take the risk of inoculating everyone. 
You would have to measure that risk versus the risk of early detec¬ 
tion. 

Senator Landrieu. Dr. O’Toole, did you want to say something 
on the record on that? 

Dr. O’Toole. I agree with Senator Nunn. I would not recommend 
smallpox vaccination in the absence of a clear threat. It is a very 
effective, powerful vaccine. It has a significant, in population-wide 
terms, incidence of side effects. Some of those side effects can be 
serious, and during the eradication campaign the most serious side 
effects were among so-called primary vaccinees, those receiving the 
vaccine for the first time. A very large proportion of our population 
would therefore be in that highest risk category, in addition to peo¬ 
ple who were immune-compromised because they are getting radi¬ 
ation therapy, or have undergone organ transplants, or have HIV/ 
AIDS and so forth. 

I can go through the numbers with you, but it is not a good idea 
to simply vaccinate people for smallpox now in the absence of a 
clear threat. Were we to have information that an adversary had 
smallpox virus, that calculation might change, but right now we 
have much more urgent things we need to spend our money and 
our resources on, although it is fabulous and very important that 
we have the stockpile. 

Senator Landrieu. Thank you. 

Senator Carnahan. 

Senator Carnahan. Thank you. Chairman Landrieu. I want to 
thank you for your leadership on this subcommittee, as well as 
Senator Roberts for his very important and very early leadership 
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as well, and to our panel for their substantive and straightforward 
responses to these questions. 

I cannot help but think of some words that Franklin Roosevelt 
spoke 60 years ago. He spoke of inevitable triumph at a time half 
of our Navy was at the bottom of the ocean. I think he realized 
then that we would ultimately triumph, that although we were un¬ 
prepared we were undaunted, and that we would find a solution. 
It is the American way, and we will do that again, and certainly 
you have given us cause to feel that once again. 

I believe the National Guard must serve as the primary link be¬ 
tween the Department of Defense and the emergency first respond¬ 
ers in the event of a bioterrorist attack. Given your experience. 
Senator Nunn, in assessing the Dark Winter exercise, what do you 
believe are the primary functions of the National Guard in re¬ 
sponding to a bioterrorist episode? Would you say that we are ade¬ 
quately equipped to help contain infected or quarantined areas, 
and could you also elaborate on some of the tensions that exist be¬ 
tween Federal and state authorities regarding National Guard call¬ 
ups that appeared during the Dark Winter exercises? 

Senator Nunn. Good question. I believe that the Guard plays a 
very vital role, because they are on the local scene and they can 
be there quickly, and we have to make sure they can mobilize 
quickly in an emergency. I think they could help in any biological, 
chemical, or certainly nuclear kind of catastrophe, or any major 
hurricane or tornado or any of that, which we have already seen 
over and over again. 

They would help in being able to go in, if they had the right 
equipment, to a chemical or biological environment for investiga¬ 
tive purposes or apprehension purposes but, as we have seen, in 
the biological area you are probably not going to know about it in 
time to really be there and apprehend someone who may have car¬ 
ried it out. It is very unlikely. It is more likely in the chemical kind 
of attack, so they would have a very important role to play. 

I would like to see the Guard become more medically capable, be¬ 
cause when you go through an exercise like this you realize that 
you do not need guns right now. What you really need are doctors, 
nurses, and people to recognize it. You need people at the drugstore 
level, the vets, all of these people need to be trained. I think the 
Guard themselves could help train these people if they had their 
own beefed-up medical system. 

A lot of our medical resources, as I recall, are in the Guard any¬ 
way to be called up, so we could perhaps emphasize the medical 
part of the Guard role, but they would play a very important part 
in the final analysis in this awful scenario. I hope we will never 
have anything like this. 

We were not prepared with vaccine, so they would have had to 
play the role of helping isolate people and prevent them from cross¬ 
ing into other areas that had not had the disease, so that is the 
hardest role of all, but they would really have to be trained for 
that. As to when to use force, or whether to use force, that is an 
agonizing set of decisions. 

So they should play a real role, a big role, but I do think in the 
Nunn-Lugar-Domenici legislation, in all of the things we are doing 
with resources, we need to look back to the public health sector and 
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realize that that really is the front line, because these are medical 
problems that have to have medical responses. 

Senator Carnahan. I am also interested in the role the media 
would play, and I address this to whichever one of you would like 
to respond. 

Our age of instant information has many benefits, but it also pre¬ 
vents some hazards. Television and radio provide a rapid way to 
communicate important information to the public, but media re¬ 
ports of bioterrorism incidents could also cause panic, and that 
would hinder our response. It could overwhelm our public health 
system and cripple our transportation network. 

What steps do you believe should be taken now to ensure that 
Government officials and the media work together in the event of 
a bioterrorism incident to communicate important information to 
the public? 

Colonel Larsen. I would like to address that for one moment. In 
every exercise I have developed or participated in or observed in 
the last 7 years in homeland security and biological warfare, the 
number one lesson learned has been the role of the media and re¬ 
sponsible reporting by the media, where accuracy becomes more 
important than speed. We are having some problems with that in 
this current case, but it is a two-way street. The Government has 
to step out there and provide the information. Like you say, we live 
in a 24/7 news cycle. 

One of the lessons we learned in an exercise last January where 
there was a simulated plague attack in Chicago, was how impor¬ 
tant it was for the mayor to talk to the people, establish credibility, 
and to control their behavior. You just cannot quarantine a city. 
What are your rules of engagement? Do you tell the police or Na¬ 
tional Guard to shoot people leaving town? The best solution is to 
control them with information instead of with guns. 

We suggested that they get the top columnist from the Chicago 
Tribune, whoever the Mike Royko is of the day, whoever the num¬ 
ber one personality is on TV, and say, at every meeting the mayor 
has, one of these people will sit on either side of the mayor, and 
when the mayor walks out to the microphone, which he should be 
doing about every 6 hours, those press people will be standing with 
him. 

That is kind of a new paradigm for how we do things. We do not 
allow press to sit in on National Security Council meetings, even 
though we did allow press observing President Nunn during Dark 
Winter, but the credibility of the spokesman providing the informa¬ 
tion that Tara has been talking about is a critical element in every 
exercise I have looked at in 7 years, and yet the question is, are 
we learning from those exercises? 

Senator Carnahan. Thank you. Madam Chairman. 

Senator Landrieu. Thank you. 

Senator Collins. 

Senator Collins. Thank you. Madam Chairman. I want to thank 
you and Senator Roberts for your incredible leadership in this very 
important area. I also want to thank our witnesses for being here 
today. 



22 


I found the Dark Winter scenario to be both chilling and eerily 
prescient, which I guess demonstrates why these kinds of exercises 
are so important. 

Dr. O’Toole, I would like you to evaluate our Nation’s response 
to the recent anthrax attacks based on the four criteria that you 
listed: familiarity with issues, the availability of critical commod¬ 
ities, the adequacy of the infrastructure, and the effectiveness of 
the information flow. 

I am particularly interested in this because I do not think we 
have done as well as we could have in responding, particularly 
with information flow. I am so troubled by the case of the postal 
worker who went to the emergency room and was misdiagnosed 
with the flu, despite all the press reports of anthrax being in this 
area, and was sent home, and then ultimately returned to the 
emergency room the next day and died. I cannot help but wonder 
if we or public health officials had done a better job of disseminat¬ 
ing information to those on the front lines, the emergency room 
nurse, the family doctor, whether that man’s life might have been 
saved, because he might have received the necessary treatment 
early enough. 

So I would like you to evaluate our response on the four factors 
you have set forth. 

Dr. O’Toole. Well, the four factors were, familiarity with the 
facts, critical commodities, public health and medical response, and 
information flow, and there is good news and bad news in all of 
those arenas, I think. It might be easiest to just trace a case 
through and we can use one case as the paradigm for others. 

Not only is it important for the health care workers to know how 
anthrax presents itself and to be thinking that it might present. It 
is important for the American public to know that, too. The case 
that I think you are referring to was a postal worker. Well, by the 
time that postal worker became ill it was pretty well-known to pub¬ 
lic health people that people working with mail were at special risk 
for anthrax. Also in that risk category would be people who worked 
for media conglomerates or for Government. 

I think the bad news is, we had not properly prepared the people 
in that particular chain, either the worker himself or his family, or 
the health care workers, and the involved hospital, to suspect and 
recognize anthrax. On the other hand, I think it was quite remark¬ 
able in Florida that the first patient was correctly diagnosed, and 
that the lab got the diagnosis as quickly as it did. That is an exam¬ 
ple of how much of a difference preparation makes. That lab had 
just gone through CDC’s bioterrorism preparedness training. 

I think that one of the aspects of why the anthrax did not get 
diagnosed has to do with the lack of elasticity or surge capacity in 
the medical infrastructure. Doctors are working flat-out on a nor¬ 
mal day. They do not have time anymore, for example, to take oc¬ 
cupational histories. You have to see, on average, a patient every 
15 minutes. 

If you have been to a hospital here lately, you know how long it 
takes to get seen even if you are really sick. Trying to sort through 
people who have symptoms that are common and represent usually 
common and benign illnesses and look for this zebra among all of 
the hoofprints, is not a simple task. 
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We have to build more capacity into the medical care system. We 
have run health care in this country for the past decade like a busi¬ 
ness. Well, there is no payer for disaster preparedness, and that is 
a problem. You also have a hard time training nurses and doctors 
in these unusual diseases because they do not have time to go get 
trained. 

A lot of what happened in the Nunn-Lugar training, for example, 
for cities and bioterrorism, did not meet its potential because we 
could not get people from the hospitals to the table to participate 
in the exercise. They were too busy. Hospital administrators did 
not have somebody else to put in the seat that was left vacant 
while people went and got trained for a day, or 2 days, or 3 days. 
That is a problem. There is no simple solution. 

The same thing is happening with the public health system. Pub¬ 
lic health responses to the anthrax in some cities have been ter¬ 
rific. I think Florida did a very good job dealing with a sudden on¬ 
slaught of international media, while trying to figure out what was 
going on. 

One would have hoped that the public health department or the 
GDC would have gathered together all of the people who might 
have been affected in that building and told them what was known 
as it was known. As we saw, one of the employers thought it nec¬ 
essary to go out and get his own people tested on his own, and then 
we created another information stream. The CDC has to then run 
around and figure out where the results of those tests are and 
what they mean. 

Right now, the people in the public health system across the 
country at the state, city, and local levels are running about as fast 
as they can. They are dealing with thousands of anthrax hoaxes, 
so fire department hazmat teams are running out to pick up sam¬ 
ples of everything from baby powder to tapioca. 

I heard the other day that the labs are overwhelmed with sam¬ 
ples that they have to analyze, plus they are now going to start 
getting clinical samples as doctors become more aware that people 
may actually be presenting emergency departments with anthrax. 
The laboratory people are already working around the clock, 7 days 
a week. Most of them cannot be paid overtime because they are 
professionals. So you are taking people who are already basically 
working for a service cause, making much less than they could in 
other venues in this country, and asking them to work 7 days a 
week, and in most of these places nothing real has happened yet. 

Again, there is no excess capacity in the public health system. 
We have not invested in it. We have to bring more talent to the 
sector so that the people who are there can have a day off every 
2 weeks or so, and we need to buy things like computers so they 
can sort and move information. Half of the local health depart¬ 
ments in this country cannot connect to the internet. That is ridicu¬ 
lous. 

Senator Collins. I know my time has expired, but if you have 
further comments for the record on that I would welcome them. 
Colonel Larsen, I did not have the opportunity to ask you questions 
because my time expired, but I do hope that you will respond to 
a couple of questions for the record about the state of research on 
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biochemical sensors, and also our response, or our ability to re¬ 
spond to genetically engineered organisms. 

Thank you. 

Senator Landrieu. Thank you. Senator, for those excellent ques¬ 
tions. 

Senator Lieberman. 

Senator Lieberman. Thank you. Madam Chair, and Senator Rob¬ 
erts. Thank you for this hearing. I am very proud of your leader¬ 
ship here and appreciate it very much. I thank Senator Nunn and 
the other witnesses and thanks for your characteristic leadership. 

This may have come up while I had to be out at another meeting, 
but have there been exercises similar to Dark Winter that focused 
on a chemical attack on the U.S., and if not, should there be? 

Colonel Larsen. During the Top-Off exercise in May 2000 they 
did one in Portsmouth, New Hampshire, but all the exercises I 
have been involved in have been biological. I believe that there 
have been quite a few chemical exercises, and one of the problems 
is sharing that information. I just heard about a major smallpox 
exercise in San Diego, California, that the military bases were in¬ 
volved in, and it was just by accident that I heard about it. We 
need to have a place, a web site where we can share this informa¬ 
tion. There are a lot of valuable lessons out there. 

Senator Lieberman. So you would say we would benefit from 
some exercises simulating chemical attack? Would you agree, Sam? 

Senator Nunn. I would agree. 

Senator Lieberman. Let me ask you about a story that was in 
the paper today that does tie in, I believe, to what Senator Collins 
said at the end but did not have a chance to ask you. Colonel 
Larsen. There is a story that we have now found some chemical 
agents in the anthrax that seem to increase their probability of 
aerosolizing and staying in the air. I just wanted to invite you as 
experts in this to tell me what your reaction to that story is and 
what it suggests to us for a response. 

Colonel Larsen. Well, first of all I would like to know if it is 
true. I have heard a lot of things in the media. 

Senator Lieberman. You do not believe everything you read in 
the paper? 

Colonel Larsen. No. My great-grandfather told me about that a 
long time ago. But I saw a major TV network about 2 weeks ago 
where a reporter said, I have troubling news, and if you have trou¬ 
bling news just before air time you get to sit next to the 
anchorperson. He said, I have troubling news. The Ames strain is 
resistant to the vaccine. 

Now, that is a frightening thing to hear if you are just sitting 
out in Iowa somewhere and you hear that. First of all, it is false, 
and second of all, it is irrelevant. I mean, that is the strain we use 
to test the vaccine, and we do not use the vaccine on civilians right 
now, and it was just a poor story. 

So I read the story you mentioned this morning before I went to 
work, and I said, I wonder if it is true, but I have not heard Sec¬ 
retary Ridge come out and say this. It takes a while to do that test¬ 
ing. 

What you are talking about is that it is not that difficult to grow 
some anthrax. You can find it in many parts of the world. You put 
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it in a microbrewery and you produce a lot of it, but it is not a 
weapon just because you have it in a Petri dish. You have to get 
it down to that small particle size. You have to have the right spor- 
ulation rate. 

Senator Lieberman. That takes a lot of effort, does it not? 

Colonel Larsen. Absolutely. That takes some high-tech capabil¬ 
ity, unfortunately not as high-tech as it did in the 1960s. I have 
worked with Bill Patrick quite a bit. He produced very high quality 
weapons in the 1960s. That took superpower technology in the six¬ 
ties. 

Today, the biotechnical revolution has made it easier, but I am 
not going to accept that story until I hear the folks from 
USAMRIID stand in front of a microphone and say that, but if it 
is, then that does start pointing more toward links toward state 
sponsorship. 

Senator Lieberman. Dr. O’Toole. 

Dr. O’Toole. Well, I cannot speak to the validity of what the pa¬ 
pers reported. Senator, but I know what you are talking about. 
There are a number of characteristics that pertain to whether or 
not an anthrax sample would hang in the air long enough for it to 
be inhaled, whether it is the proper size to get down into your 
lower lung, where it might be absorbed into the bloodstream, and 
how far it is going to go before it thunks to the ground or gets 
stuck on a surface. 

The additives they were talking about diminish the electrostatic 
forces on the particles so that they do not clump together, but in¬ 
stead would stay suspended in the air and go long distances. 

Now, the reason I am very interested in that as a physician is 
because that would completely change my thinking about who is at 
risk in a room where an envelope has passed through. My question 
is, did the CDC know it, and if so, when, and if not, why not, be¬ 
cause that is information that is extremely relevant to deciding 
what the protocols for protection of potentially exposed people 
ought to be. 

Senator Landrieu. Senator, can I follow up on one thing? I do 
not mean to interrupt you, but at this point I think it is very im¬ 
portant, and I was asking Senator Roberts if he could recommend 
discussing this a little further. Could you describe for people that 
are lay at this, all of us who are not doctors, the size particles that 
could be dangerous, to just try to describe in more detail the air¬ 
borne particles to give us a sense of this? 

Dr. O’Toole. Particles that are between one and five microns or 
so, which is very small, invisible particles, are the most dangerous. 

Senator Landrieu. These are microscopic? 

Dr. O’Toole. Yes, microscopic. The reason is that large particles 
are going to get stuck in what is called your mucucilliary escalator. 
They are going to get stuck in the upper airways and they are 
going to be coughed out. They are not going to get into your lower 
lung where they can be absorbed into the bloodstream. 

These smaller particles, however, will get into the deep lung and 
be taken up by cells and moved into the bloodstream. Anthrax, 
when it sits in the lower lung, is transported to the lymph nodes 
in your chest, and it is at that point when the spores start to divide 
that they get into the cells and cause problems. 
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The question is, was the anthrax airborne long enough for any¬ 
body outside where the envelope was opened to be at risk? Is it just 
regular anthrax powder, small micron but no additives that would 
change the electrostatic forces, so maybe if you breathed in, or if 
it went up in the air when the envelope was opened or something 
like that, one or two people in the immediate vicinity would 
breathe it in. The question is, was the powder of such a kind that 
it could actually travel long distances and remain suspended in the 
air, and hence be availaWe for aspiration, in addition to being 
milled to that small size? 

Senator Lieberman. The question about when did the CDC know 
about this, and did they, is a relevant question, because my feeling, 
and I do not know if my colleagues feel it, having gone through this 
anthrax scare, or reality on the Hill, some of the things we were 
told with great certainty last week do not seem to be quite as rel¬ 
evant or factual this week. 

For instance, the impression was that you pretty much had to be 
in Senator Daschle’s office. We were testing everybody, but you had 
to be there. You might take in some spores, but you really had to 
have about 10,000 inside you to be infected, and if you were in¬ 
fected, the antibiotic would treat it, or one of several antibiotics 
would treat it. 

So now in the aftermath of the death of the two postal workers, 
and of course we do not know exactly, but we presume that they 
were not in the presence of an open package that was opened with 
spores flying out, and the answers that we are getting now seem 
different than what happened, or what we got last week. I do not 
mean anybody was misleading us. I think we are, as your exercise 
suggested, in a different setting. I think the experts are maybe 
learning as we go along, because we have not had much experience 
with anthrax in quite a while, have we? 

Dr. O’Toole. I think that is absolutely true. We are on the edge 
of what we know, which is one of the reasons why it is very impor¬ 
tant to have the experts who know everything that is known in the 
game, and second, I think we are learning as we go along, so that 
the available data changes. 

The critical question I have is, is this data being sorted appro¬ 
priately by people who know what they are doing at the critical lev¬ 
els where decisions are being made? It may be that the CDC did 
not have any of this information. I would guess that information 
is going through different data streams, that those analyses are not 
being done by the CDC, and maybe they just are not coming to¬ 
gether rapidly enough. I do not know. 

It is not easy to put all of this together, but I think, I am vir¬ 
tually certain, I cannot imagine that it would be otherwise, that 
the CDC made the decisions about who was at risk in the postal 
office in good faith, using their best judgment. I assume that they 
were assuming that it was not weapons-grade anthrax, since that 
was pulled back from the papers, and they assumed it was fairly 
crudely milled powder that would not go anywhere. 

Senator Lieberman. Thank you. My time is up. 

Senator Landrieu. I am going to recognize Senator Dayton, but 
Senator Roberts has one brief follow-up on that. 
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Senator Roberts. I do not know if I am ever brief enough, and 
I apologize to Senator Dayton, but as a follow-up to Joe’s comment, 
it gets to the issue that the Colonel has talked about in regards to 
credibility. We all saw a great deal of press last week in regards 
to the decision by the House to adjourn and the Senate to stay and 
vote on the milcon bill, even though our offices were closed. 

As I recall, Dick Gephardt indicated that it was weapons-grade 
anthrax, there was a plume, and there was some contamination in 
the ventilation system, while at the same time we were being 
briefed in the Senate that this was a “garden-variety” type of an¬ 
thrax, very susceptible in regards to treatment, there was no con¬ 
tamination in the ventilation, and it certainly was not weapons- 
grade. 

We are now learning that Mr. Gephardt was right. I do not know 
if he knew he was right at that particular time. That is probably 
not a nice thing to say, the way this is evolving, but he was, and 
of all things we had the testing going on of 1,400 people or more 
in the very building where there was exposure, and then that 
building is open for 3 days, now it is closed for a week, and it will 
probably be next session before we open it up to the degree that 
everybody is satisfied where we are. 

Could you again go over what you said: you would change your 
view from the standpoint of a person who was in that office, opened 
that envelope, they are susceptible, they could be exposed, as op¬ 
posed to this new kind of view that was in the press? I think that 
is exceedingly important, and gets to the issue of credibility and 
why, when I said it—I guess I said it in the closed session, that 
the Hart refugees, I mean, we had four people there and two said 
you would go in and two said no, I would not do that. 

Now, we cannot do this. I mean, it gets back to the issue that 
Senator Nunn pointed out, that when he was acting as President, 
he had to tell the American people what was going on and be 
straight with them. Could you just speculate a little on that, be¬ 
cause I think it is very important as to where we stand right now 
in the United States Senate. 

Dr. O’Toole. Well, Senator, I just want to make clear that I am 
now speculating on the basis of hindsight, so I am on two very un¬ 
steady legs of the stool, but I think that it is possible that the an¬ 
thrax that came to the post office first may have been more than 
one letter. Second, it may have been of higher grade, more highly 
aerosolizable powder that could waft long distances and infect more 
people. 

I think the assumption that a sealed envelope posed no risk to 
anyone who had been in the presence of the envelope prior to it 
being opened may have been a wrong assumption based upon what 
we Imow now, but did not know at the time when they were inves¬ 
tigating the congressional office building exposures, hence the new 
discovery of the elevator being contaminated. I think one would 
have a different sense of who was at risk and what ought to be 
tested as these assumptions shift. 

If you think it is not weapons-grade anthrax, that it is not going 
to go anywhere in the post office, then most at risk is that person 
who opens the envelope, and that is about it. You do one set of ac¬ 
tivities. If you think it is weapons-grade anthrax, and it could leak 
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out of the envelope because it is so finely milled, or waft around 
once the envelope is opened, or maybe even the sorting machinery 
that they use at the post office, which is quite vigorous, could cause 
some of these spores to be released, all of these facts would change, 
again, your assumptions and your protocols for who to test and 
why. 

I think the American people are quite understanding of how our 
knowledge is evolving, and they would be willing to listen to ex¬ 
perts saying, look this is what we thought then and that is why 
we did it, this is what we know now, and this is why we are chang¬ 
ing our protocol. But we are not hearing any of this. 

We are not hearing enough from experts who are credible and 
who are in a position to know what is going on, telling us why the 
decisions are being made, or what the basis of those decisions are. 
Nor are we getting, as Senator Nunn suggested, a kind of constant 
and rigorous update of what we are learning and how the facts are 
changing—and the facts are going to change. 

I want to be fair here. The CDC is working its heart out at this 
moment. The CDC is not big enough and does not have the re¬ 
sources to take care of all of the things it has to do right now, ei¬ 
ther. We have to do the best we can with what we have. 

But I think again it all comes down to information flow. As Sen¬ 
ator Nunn kept saying, if you are going to maintain credibility, and 
you do not know what is going on, you had better tell the truth, 
and the whole truth, when you know it. 

Senator Landrieu. Thank you. 

Senator Dayton, and then Senator Cleland, and we are going to 
try to wrap up in the next 10 minutes. 

Senator Dayton. 

Senator Dayton. Thank you. Madam Chairman, and like the 
others I want to thank you and the ranking member for your lead¬ 
ership here. I want to thank all of our participants for really one 
of the most meaningful hearings I have participated in. I started 
in January, and I think you maybe want to change the name of the 
subcommittee from Emerging Threats to Emerged Threats, because 
certainly what you have been dealing with for the past few years 
has come to pass. We talk about Dark Winter simulation exercises. 
We are in the midst of Dark Fall here in the United States, and 
these are not simulations. 

The enormity, the complexity, and the difficulty of what we are 
addressing here I think is apparent to all of us, based on current 
and recent experience. I think it was General Eisenhower, then 
President Eisenhower who said that any eighth grade student of 
history could make better battlefield decisions in hindsight than 
the best general could make at that point in time. But the reality 
is, when you are in the midst of the situation you do not have 
enough information, you do not know what you know, you do not 
know what you do not know, you do not know what you can rely 
on and not rely on, and you are a new President of the United 
States. Do you tell people or not? 

I think we should be critical here of what is going on, because 
we can learn from the mistakes that have been made. But on the 
other hand. Senator Lieberman’s comment—and I read that story 
too—points out that if that information is correct, and we do not 
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know today whether it is correct or not, we do not know whether 
the press in hindsight will he proven to have been responsible or 
irresponsible with that story, then the people at the time either 
made the right decision or the wrong decision, but they thought 
they made the right decision last week. 

Different people with the same information may differ in their 
decisions, and because everybody in Congress is still alive today, 
was it the right decision or the wrong decision? We stayed, they 
went home. If we were all dead today or symptomatic, and they 
were not, we would have evidence. We do not know if it is the same 
letter or if it is another letter. We do not know what the connection 
is, but do we shut down the entire U.S. Postal Service today? 

I mean, it is easy to sit here and say yes, you should take pre¬ 
cautions but err on the side of caution, but by golly, do not shut 
down the airline system, do not shut down the U.S. Postal Service, 
do not shut down the United States Capitol. We have to be fair to 
the people who are on the cusp and dealing with this, who are also 
trying to make the decisions, who do not want to be second-guessed 
and seen wrong in hindsight. 

Frankly, if they have the information, it is like Mayor Giuliani, 
you barely have enough time. I think that was an excellent exam¬ 
ple, Colonel, of another leadership under crisis, to take the time 
and step forward and say what you do not know and what you do 
know moment to moment, because they are trying to figure out 
how to, as they say, make literally life and death decisions. 

I think if you look back to September 11 you can say, well, in 
hindsight, first of all, how could we have four airplanes—I mean, 
we spend $350 billion on national defense, and we are defenseless. 
I sat here for 8 months, and I do not know. Senator Nunn, whether 
you sat for how many years of these briefings in top secret cham¬ 
bers, and nobody hypothesized to me that they were going to take 
four planes and direct them at the World Trade Center and the 
Capitol and the White House. 

So we can say with hindsight, why did the air traffic controllers 
not recognize that when two planes suddenly dropped off the radar 
screen, my goodness, of course we should have known that they 
were headed toward the World Trade Center, or after the first one 
exploded, by golly, they certainly should have known about the sec¬ 
ond one, or even after the two exploded we had 35 minutes before 
the third one crashed into the Pentagon. We did not have an inter¬ 
cept plane up in the air with all the preparedness we thought we 
had. In an hour and 10 minutes after those two we did not have 
an intercept plane up. 

We had, thank God—thank the departed passengers on that air¬ 
plane who took matters into their own hands and saved, I believe, 
either the Capitol or the White House from at least physical de¬ 
struction and probably greater loss of life. 

So again, in hindsight, why didn’t we know those things? We 
spend billions of dollars in preparedness, and we can say, I agree 
with you, doctor, that we should be preparing more for smallpox 
vaccination, but the President of the United States has to make the 
decision, do you vaccinate everybody knowing some people are 
going to die. Do you not vaccinate people knowing, based on your 
simulation, that if there is a terrorist attack, using that, no matter 



30 


what you do you are going to have probably more people die or not 
die, or what-have-you. 

It is like mutually assured destruction. If you do not have it, 
then you are right. If you do have it, then suddenly lots of people 
die. 

So I think we should recognize, again, the enormous complexity 
and difficulty of this, and the next time it is a food attack, or the 
next time it is a chemical attack, or the next time it is another bio¬ 
logical attack, because the terrorists know if we have inoculated ev¬ 
erybody from smallpox, then, well, let’s not use smallpox, let’s use 
the next thing, or the next thing. 

I guess this is a long-winded speech, but if I have time for a 
question- 

Senator Landrieu. I am not sure. [Laughter.] 

Senator Dayton. Allow me two things. First, is there anything 
here that does not require spending more money? We passed a tax 
bill last year that wiped out our surplus, and here we are back 
again saying we do not have enough funds for public health, which 

1 would agree we do not have enough on a whole lot of things, and 
second, do we need—we talked about the four-letter word. 

Do we need to spend more public dollars to provide the public 
more protection from the things here we recognize we are not pre¬ 
pared for? Second, Senator Nunn, because you have been such a 
leader in this, through the years, does this suggest—and this is a 
leading question—as you and the Colonel both pointed out—that 
maybe we ought to revisit the notion that we can withdraw from 
all of these treaties and attempt to forge these treaties and involve 
international cooperation on these things we now see as such great 
threats, and not just turn our back on all of these other things out 
there until it is too late? 

Senator Landrieu. Senator Dayton has successfully put in a 1/ 

2 hour of questions and comments in 5 minutes, he gets the award. 

Senator Dayton. When you are hundredth in seniority and you 

have to wait an hour and a half to open your mouth, you learn how 
to do these tricks. [Laughter.] 

Senator Lieberman. The last person I saw do that that well was 
Bill Cohen, and he went on to be Secretary of Defense. [Laughter.] 

Senator Roberts. You can buy more Cipro with the Tax Relief 
Act. [Laughter.] 

Colonel Larsen. I do have a very short answer. I cannot imagine 
this Nation ever being in a position where it cannot spend enough 
money to defend itself. I cannot imagine us not having enough 
money to defend ourselves. You say we do not have enough. I do 
not believe that. I think we do. We have to spend it wisely. 

Information systems are one of the most important things. Last 
year we spent $30 billion on intelligence. As a former operator in 
the military, intelligence is information that comes in to leaders so 
they can make timely decisions. That is what President Nunn did 
not have in Dark Winter. That is what our top leadership does not 
have today, because we cannot get that information from hospitals. 
You cannot ask what is going on today in emergency rooms across 
this country. That information is not available to our key decision¬ 
makers. 
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Now, if we spend $30 billion on intelligence for national security, 
why are we not spending money to provide senior leadership at the 
state and Federal levels to have that information so President 
Bush would not he in that position? 

Senator Landrieu. Senator Cleland. 

Senator Dayton. I would just interject, I think President Bush 
is asking himself about all that money spent in the middle of Sep¬ 
tember 11. 

Senator Cleland. Madam Chairman, I hope this hearing can be 
reconvened at another time, and we will have more opportunity to 
ask our questions. I think we have only scratched the surface here. 
Our panelists have done a great job. 

I was reading over the weekend about the attack on Pearl Har¬ 
bor, and something came to my attention. A paragraph jumped out 
that really encapsulates what we are going through right now. It 
said, Roosevelt perhaps should have known the attack was coming 
but did not. The best explanation of the failure is the one argued 
vigorously by Roberta Wohlstetter in her book. Pearl Harbor, 
Warning and Decision: “Conclusion: Everything we needed to know 
was reaching American hands, perhaps, hut it was not reaching 
American estimators specifically charged with weighing it all, writ¬ 
ing it up as finished intelligence, and putting it in front of policy¬ 
makers with a heads-up loud and clear. The result, secrets jealously 
guarded by FBI, Army, Navy, and State Department bureaucrats, 
especially from one another, while commanders in Hawaii were 
wondering where the Japanese Navy had gone.” 

In so many ways, what I see today as the analysis of these ef¬ 
forts, these exercises, some of those phrases jump out at me—frag¬ 
mented, underfunded public health system at the local and state 
levels, insufficient information available to decisionmakers, health 
system quickly overwhelmed, it is unclear who is in charge, those 
kinds of things—and Senator Nunn, your incredible comment that 
as President, acting in that scenario, you got very impatient with 
bureaucracy. I think it is fascinating. 

I went down to the CDC last Friday. I went through the whole 
drill with Jeff Koplan, head of the CDC, and we started off with 
the Florida case. Interestingly enough, it was picked up by a doctor 
who said, well, let me just try something here. He phoned the state 
health people in Jacksonville and an epidemiologist there who had 
just gotten through training at the CDC on anthrax picked it up 
quickly. That is how we got on top of the Florida case. 

But the problem was that the CDC was criticized for not getting 
out information. I asked Dr. Koplan about that. He said the FBI 
muzzled them because the moment it became known as anthrax it 
became a “crime scene,” so the FBI took over. It was the same 
thing with Senator Daschle’s office here—it became a crime scene, 
so all of a sudden we have this vital aspect of leadership, credibil¬ 
ity, communication to the public, muzzled. 

Interestingly enough, I understand from the New York Times ar¬ 
ticle today and from the briefing last week that this sample here 
in Senator Daschle’s office went to Fort Detrick, Maryland, to an 
Army operation, not to the CDC, and they were both communicat¬ 
ing with the FBI, but not with each other, and so apparently the 
CI)C did not know about the seriousness of the situation at the 
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postal operation out here until much later. Now we all know about 
the seriousness of that and the Hart building. 

I mean, we are all just beginning to find out here, it seems to 
me, that like Senator Nunn has said, somebody somewhere ought 
to be given the responsibility of giving a briefing every day to all 
of us and the American people as to where we stand. I think that 
it ought to be the CDC, and there ought to be a clearinghouse for 
that kind of information. I think they are the best in the country 
to handle it. 

But you cannot farm it out to one agency and then another agen¬ 
cy, and this lab and then that lab, and then all of a sudden have 
the FBI say, well, you cannot talk to one another, it is all a crime 
scene, you cannot communicate, it is national security. So I think 
we have a real problem here. I think we are running up against 
the problem that Senator Nunn ran up against in the Dark Winter 
exercise, and that we ran up against in Pearl Harbor—that people, 
as Dr. Hamre said a while ago, do not know each other and they 
do not communicate with each other. 

That is, as you say. Dr. O’Toole, fixable. But how do we fix it? 
I would like to ask each of you, if you agree with the recommenda¬ 
tion of the Hart-Rudman Commission that looked at this whole 
question of our defense system for 2 years and concluded a year 
ago that we needed an entire agency of homeland defense to coordi¬ 
nate and communicate with the 47 different agencies of the Federal 
Government that have a hand in this homeland defense issue, and 
that homeland defense agency, instead of a czar in terms of home¬ 
land defense. We had a drug czar and the drug war is still going 
on. I am not sure a czar for anything is going to be very effective, 
but do we need an agency, as was recommended by that task force, 
that would have a budget and would have troops that could be 
commanded, and where there would be coordination and coopera¬ 
tion at least within the agency in terms of the 47 different agencies 
we now have in terms of homeland defense? Colonel Larsen, have 
you come to any conclusion on that? 

Colonel Larsen. Yes, we need that, but I do not want to see it 
created in the next 2 months, because then we will be stuck with 
something for three generations that we probably did not get right. 
I think, if you did it quickly, you are going to get the Department 
of Defense in about 1975. I would like to see an agency that is 
going to look like something 20 years after Goldwater-Nichols. 

I think Secretary Ridge could make some quick changes that im¬ 
prove communications, which, by the way, do not cost a lot of 
money. As Peggy Hamburg said, we should not be exchanging busi¬ 
ness cards on the first day of a crisis. We have to be improving 
those communications, and not just at the Federal, state, local, and 
county levels, but I think we need to set up a separate organization 
to start looking at what we need in the long-term. 

Remember, we started World War II—when you talked about 
Pearl Harbor, we did not have a Department of Defense, a Chair¬ 
man of the Joints Chiefs, we did not even have a National Security 
Council. We did not create them overnight. We fought the war, we 
learned some lessons, and then we created them in 1947. I think 
that is the model that we should look at, but I want to see it be 
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a post Goldwater-Nichols sort of model that is going to work better 
for the Nation. 

So let us do it, but let us not rush. 

Senator Nunn. I would agree with not rushing. I think that 
there are two things that are indispensable if the new director of 
homeland security is going to be effective. First, is access to the 
President, and I think Governor Ridge has that. How long he will 
have it, whether he will have it a year from now, that is a different 
matter. 

Second, he has to have some budget authority. He has to be able 
to shift dollars, and he should not have to go in and ask the Presi¬ 
dent every time he does that, because sooner or later the President 
is going to be tired of him coming in and say, “Tom, do you want 
me to overrule the CIA today, or the Department of Defense, or 
HHS? Who is it you want me to call up today and overrule?” At 
some point that happens, maybe 6 months from now. It will not 
happen in the first few months, but those are the two indispen¬ 
sable things. The problem with the czar is, they do not have both 
of those ingredients. 

The problem with an agency is—and I think you do have to think 
about it, as Randy said—it would not have the Department of De¬ 
fense in it, it would not have the intelligence in it, it would not 
have HHS in it, so if you have an agency, it may have the Coast 
Guard, Border Patrol, INS, and so forth. Those are important agen¬ 
cies, but those are not the key players here, so I am not sure that 
an agency solves this problem. 

I go back to budget authority and access, he has to have that. 
Maybe you put him over in 0MB and give him an 0MB shot on 
a temporary basis, so he is not doing the process side of scrubbing 
the budget at 0MB, but he is feeding information directly from 
0MB to the President on how these budgets are effective, and that 
would be stronger than certification. 

Senator Landrieu. We are going to have to wrap up. Senator 
Dayton, you are going to have to give your award to Senator 
Cleland. 

Senator Dayton. I was taking notes. 

Senator Landrieu. Those were excellent questions. We are going 
to try to wrap up. Senator Lieberman has one more brief question. 
Senator Roberts has one more brief question, and then we are 
going to try to close. 

Senator Lieberman. Thanks, Madam Chairman. An urgent ques¬ 
tion comes to mind. This appears to me to be urgent. As I think 
about the lessons learned from the Dark Winter exercise, one of the 
most pressing problems facing the President and the Nation was 
the absence of adequate supplies of the vaccine for smallpox, which 
you were considering in Dark Winter. 

Here we are now, we have now had this series of anthrax at¬ 
tacks. I heard you say that when asked what you think the great¬ 
est biological threat to the United States is in the near-term, your 
answer was anthrax, and perhaps more widely distributed. In the 
meantime, we do not have a vaccine because of the problem at one 
facility producing it with the FDA, and this is the same facility 
that produced vaccine that we have given to, I think, more than a 
million of our men and women in uniform. 
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So my question is, should we be doing something urgently to 
produce more vaccine to counteract anthrax? Should we licens¬ 
ing other facilities to do it? In other words, if you think the great¬ 
est near-term danger we have biologically is from more anthrax, 
should we not be trying to protect the American people from it 
right now by producing and distributing more of the vaccine? 

Dr. O’Toole. Yes. I think there are a number of science ques¬ 
tions that deserve fairly urgent attention. Part of the problem right 
now that Hart-Rudman and others identified is that our expertise 
is distributed over many agencies. We have biodefense experts in 
the Army, we have biodefense experts at USAMRIID, we have a 
few at NIH, we have some at the CDC, we have a lot more actually 
in the private sector. They are not coming together anywhere in 
the Government. 

There is not a strategic R&D plan for biodefense, and we need 
one, we need one urgently. I do not know if that is something that 
is a hybrid of an HHS-DOD project. I would think that would be 
my first guess, because of where the expertise and the capability 
are. One of our top priorities right now should be to decide where 
our R&D investments are most needed and most likely to yield 
fruit. 

Senator Lieberman. What is the best way to produce more an¬ 
thrax vaccine? 

Dr. O’Toole. I think we need to find out how much we have, 
whether it is good to go, how we could get more of the current vac¬ 
cine on an urgent basis, and then I think we need to look into the 
human recombinant vaccine that is in the works and see how fast 
we can get that. 

Senator Lieberman. Thank you. 

Senator Landrieu. I want to thank the members of this commit¬ 
tee for their excellent questions. The preparation of this hearing 
was not easy, because we are without offices, fax machines, phones, 
and computers. In light of that, I just cannot thank you all enough. 

Let me make three brief announcements. There is a CIA/FBI 
classified briefing at 12:30 that started for all members of the Sen¬ 
ate. There is an additional briefing at 2:30, a members-only meet¬ 
ing in S-211 for the Hart refugees, and then probably around 3:10 
there is going to be a vote on the antiterrorism bill on the floor. 

Senator Roberts, I am going to recognize you for a brief observa¬ 
tion, then I am going to conclude. 

Senator Roberts. The chairman indicated to me that I am sup¬ 
posed to be positive, that we want to end this on a positive note. 
I want to thank you and all the witnesses for taking your valuable 
time and your commitment to go through not only Dark Winter but 
other exercises as well. 

I remember the Urban Warrior exercise with the marines at 
Monterey. We also have to coordinate with DOD. That was a very 
fine exercise, by the way, and I think we need more exercises, or 
we are not going to learn. I think we have made some progress. 

I am not sure we need an agency right away. I will tell Senator 
Cleland we are not at 40 agencies, we are now up to 60 that alleg¬ 
edly have jurisdiction. As this continues to move, why, more and 
more people say, “Gee, that is in my patch.” That is not necessarily 
bad, but I do not know how you budget with 60 agencies, and one 
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individual like Secretary Ridge. I do not know what you do with 
statutory authority when you are treading on all of that turf, but 
we have named Secretary Ridge, which was one of the big rec¬ 
ommendations of all of the commissions and all of the people that 
testified. 

Remember the Appropriations Committee, the Intelligence Com¬ 
mittee, and the Armed Services Committee last July invited the 40 
agencies to come up and asked them “what is your mission, what 
do you really do, and who is in charge?” I will never forget at the 
end of it where everybody said they were in charge, and they were 
doing fine, thank you very much. 

We had the sheriff of Arapaho County from Colorado who said, 
well, boys, it is going to take you Feds about 48 hours to get out 
to Colorado. In the meantime, I want to tell you who is in charge. 
I am, because if I am not, I will not get reelected, and the heros 
of New York and Washington who were the first responders cer¬ 
tainly made that very clear. 

I think we are making some progress. It is a tough deal, but I 
want to really credit you for helping us go in the right direction. 

There has to be one other thing, if I could stop to think of it here, 
that—Presidential Decision Directive (PPD)-62 at one time I 
thought maybe DOD should be in charge of that, but they declared 
the Justice Department in charge, and everybody else folds in, de¬ 
pending on whether it is law enforcement and the crime scene, or 
crisis management. I do not know if we need to take a look at that 
again or not, but that might be a suggestion. 

Thank you for coming. I think we are making progress. This will 
not stand. We are going to whip this thing. 

Senator Landrieu. Because the issue as to whether this is a 
crime scene or a battleground is an important component. 

I thank you all for your great statements, and thank the panel¬ 
ists for being here. 

Senator Nunn. Could I say one more thing in, I promise you, 30 
seconds. 

In spite of the challenges, we have lost our invulnerability in this 
country, but we also lost our complacency. I have no doubt that we 
have the best tools any generation of Americans has ever had in 
history to face these problems, and we have world support. If you 
look at the economy, at the security, at the health of this country, 
we are blessed as a generation. 

We have the best security, economy, and overall health in this 
country of any generation of Americans, so I hope our young people 
will recognize that, and that we do not have a Holocaust hanging 
over us, an all-out war escalating between the Soviet Union and 
the United States that we have had for the last 50 years. We have 
Russia now helping us, we have China helping us, we have the 
world helping us, so I think we ought to be upbeat. 

Senator Landrieu. Thank you. Senator. Well said. 

[Questions for the record with answers supplied follow:] 

Questions Submitted by Senator Carl Levin 

1. Senator Levin. Senator Nunn and Dr. Hamre, what are the one or two most 
important lessons you learned from your participation in this exercise regarding the 
role of the Department of Defense in managing bioterrorist incidents and the De¬ 
partment’s preparedness? 
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Senator Nunn. The most important lessons learned from Dark Winter for the role 
of the Department of Defense in managing bioterrorist incidents are as follows: 

First, we need to think very carefully about how we are going to manage assets 
like the National Guard in the context of an intentional, large-scale epidemic. Gov¬ 
ernors will rightfully assert their interests in controlling state responses, and we 
need to put measures into effect that will ensure close coordination and communica¬ 
tion between the highest levels of the Federal Government and the local and state 
officials who have the incredibly tough job of managing events at ground zero. Hav¬ 
ing clear communication strategies worked out ahead of time will be crucial to main¬ 
taining law and order, as will reviewing the relevant portions of the Federal Code, 
so that everyone knows where their statutory authority begins and ends. 

The second lesson with respect to DOD has to do with competing priorities at 
home and abroad for military action and readiness. In the context of an outbreak, 
the military may demand that resources be put aside to ensure the health of its 
members before that of the general public. This is a difficult choice to make, but 
in the exercise we decided we would vaccinate first responders on the front lines, 
and not give the military priority, other than the troops involved in managing the 
epidemic domestically. It is important to realize that the potential for competing in¬ 
terests between the public and the military will always be there, particularly given 
a situation like the one we’re facing now in Afghanistan. So we need to take steps 
now to address these competing interests in a rational, forthright manner, so that 
if the day comes, we will have our priorities straight and be able to take quick ac¬ 
tion. 

Dr. Hamre. One of the key lessons learned from the Dark Winter exercise was 
that health security is a national security issue requiring considerable coordination 
between medical and public health officials and law enforcement and national secu¬ 
rity officials. While the exercise did not focus on the specific role of the Department 
of Defense, I believe it’s fair to say that the senior decisionmakers in Dark Winter 
from the national security community were largely unfamiliar with the character of 
bioterrorist attacks, available policy options, or their consequences. Many of them 
struggled to find analogous professional experiences to guide them in determining 
appropriate responses to events in the exercise. This reflects both the new under¬ 
standing about public health as a security matter and, moreover, the need for exten¬ 
sive exercises in the future to improve decisionmakers’ familiarity and understand¬ 
ing of bioterrorist incidents, their consequences, and how to manage them. 

A second important lesson regarding national security and a bioterrorist attack 
is that key decisions and their implications were dependent on understanding the 
pathology of disease, on public health strategies, and the possible mechanisms to 
care for large numbers of sick people—issues not typically briefed or studied in the 
national security or defense community. Following a bioterrorist attack, leaders’ key 
decisions would depend on data and expertise from medical and public health sec¬ 
tors. The type of information that leaders required for decisionmaking in Dark Win¬ 
ter and for assessing situational awareness were primarily medical and public 
health information. The lack of such information reflects the fact that few systems 
exist for rapid flow of this type of information in the medical and public health sec¬ 
tors in the U.S. 

2. Senator Levin. Senator Nunn and Dr. Hamre, last week, Secretary Thompson 
announced a series of proposals to improve the Government’s capability to respond 
to bioterrorist events, including efforts on vaccines and medicines. Based on your 
work on Dark Winter, do you believe these measures are appropriate and adequate, 
or should we have a broader approach? 

Senator Nunn. Ensuring adequate stockpiles of medical supplies, including key 
drugs and vaccines, is crucial for an optimal response to a bioweapon attack. The 
actions taken by HHS recently to produce additional smallpox vaccine and stockpile 
Cipro have extended our previous efforts in this area in an appropriate direction. 
But we need to keep in mind that smallpox and anthrax are not the only two 
threats we face. Plague, tularemia, Q-fever, brucellosis, and hemorrhagic fever vi¬ 
ruses are also on the list of worrisome agents, and we need to be sure that our ef¬ 
forts to prepare for smallpox or anthrax do not reduce the resources available to 
deal with these other pathogens. So while I would say that the recent efforts of HHS 
to deal with smallpox and anthreix have been valuable, we need to be sure that our 
efforts to reduce threats from these two pathogens do not lull us into complacency 
with respect to preparation for the large array of other threats we face. 

Dr. Hamre. Any comprehensive strategy must address the spectrum of efforts re¬ 
quired to prepare for and respond to a bioterrorist attack. These include preventing, 
detecting, defending against, responding to, and recovering from an attack. Numer¬ 
ous Federal, state, and local actors must be coordinated in these efforts and numer- 
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ous assets from across the Federal Government must be deployed in any effort. Vac¬ 
cines and medicines would be one element of our Nation’s biodefense, but we must 
also consider other tools and technologies for detection, defense, and remediation of 
a bioattack. Beyond the technical aspects of our response, we must also look at co¬ 
ordination and management of our response; information management and informa¬ 
tion systems; public education and media strategies; we need training and aware¬ 
ness of our public health community; and we must address numerous public policy 
issues which we have yet to consider. 

3. Senator Levin. Dr. Hamre, how well does DOD work with other Federal agen¬ 
cies (specifically CDC and NIH), local, and state authorities in coordinating efforts 
to fight bioterrorism? 

Dr. Hamre. I do not think there is an extensive working relationship between the 
Department and the health agencies, as well as with state and local entities. Medi¬ 
cal professionals in DOD may work well with the CDC and NIH, but the Depart¬ 
ment as a whole has little systemic interaction. The most important perspective for 
DOD to maintain is that of providing direct assistance, training support and advice, 
and not necessarily directing the action. Local and state responders must remain 
the first line in the event of a terrorist attack, but the Defense Department can pro¬ 
vide tremendous synergy to those efforts by applying its organizational and 
logistical assets to the equation. DOD can also provide assistance through its tre¬ 
mendous research, training, and exercise capabilities. 

4. Senator Levin. Dr. Hamre, how can Congress work to improve that coordina¬ 
tion? 

Dr. Hamre. Congress can provide clear and consistent oversight across the myriad 
Federal agencies that have a role in responding to terrorist incidents. Many times, 
DOD must coordinate and work with other Federal agencies as it assists state and 
local authorities. Congressional support for that coordination and recognition of the 
role of the Federal Government as the second line of response in terrorist incidents, 
except those on Federal property, is crucial. It is critical that clear lines of respon¬ 
sibility and coordination between state, local, and Federal authorities be worked out 
in advance of any incident. Congress can greatly assist such efforts by requiring rel¬ 
evant Federal agencies to interface with state and local counterparts. 


Questions Submitted by Senator Susan Collins 

5. Senator Collins. Colonel Larsen, in the Dark Winter scenario, the terrorists 
were able to spread smallpox in shopping malls. Where are we in terms of develop¬ 
ing sensors/detection devices? 

Colonel Larsen. Current systems do not provide a biological detection equivalent 
of a “fire alarm,” with the development and fielding of such a system in the indefin¬ 
able future. However, to get closer to the goal of an unattended comprehensive bio¬ 
logical agent detector, the Federal Government has invested a great deal into both 
environmental and medical diagnostic systems. The leaders in research include the 
Department of Defense’s Chemical and Biological Defense Program and the Defense 
Advanced Research Projects Agency and the Department of Energy’s Chemical and 
Biological Nonproliferation Program. The following is a brief overview of these ef¬ 
forts. 

The Department of Defense Chemical and Biological Defense Program has already 
fielded the first generation of automated biological point detection systems that 
evaluate air samples for initial detection on the battlefield and at military installa¬ 
tions. These automated samplers work in coordination with handheld kits to test 
surfaces for biological contamination. Standard laboratory procedures are then used 
to verify the field detection and diagnose patients. The Chemical and Biological De¬ 
fense Program will soon field upgraded automated point detection systems making 
them more accurate, capable of identifying more agents, less costly and burdensome 
to operate, and portable. The improved point detector will be accompanied by en¬ 
hanced laboratory equipment for the diagnosing of symptomatic patients and the 
confirmatory testing of environmental samples. 

The Defense Advanced Research Projects Agency is pursuing high-risk/high pay¬ 
off technologies for medical diagnostics. Their effort is unique as it seeks technology 
solutions for simultaneously identifying a broad range of pathogens both known and 
presently unknown or bioengineered pathogens, continuous monitoring of infection 
in the body, and wearable, noninvasive broad-spectrum detection of infection in the 
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body. Development pay-offs could lead to laboratory and field level systems for the 
early detection and diagnosis of threat pathogens. 

The Chemical and Biological Nonproliferation Program utilizes the ingenuity of 
the national laboratory system to pursue a broad range of technologies for environ¬ 
mental and medical detection of biological threats. In the near-term, they are sup¬ 
porting the environmental collection of samples at the Salt Lake City Winter Ol 3 un- 
pic Games and utilizing improved laboratory techniques and software for the early 
identification of a biological terrorism incident. 

Further, communities have begun purchasing the first generation of commercially 
developed biological point detectors. These systems include small air samplers (for 
use in a suspected contaminated space) and detection systems that still require lab¬ 
oratory confirmation. These systems have significant limitations and are relatively 
expensive pieces of gear for communities. I anticipate that the federally funded tech¬ 
nologies will spin off, as technology matures, to enable more affordable commercial 
systems. 

6. Senator Collins. Colonel Larsen, where are we in developing new defenses to 
pathogens that are resistant to common antibiotics or vaccines? 

Colonel Lahsen. The U.S. Government is pursuing several efforts to counter ad¬ 
vanced biological agents that may be resistant to standard approaches. These ap¬ 
proaches focus on what can be done immediately, in the mid-term, and what can 
be done in the far-term. One of the immediate approaches to counter potentially an¬ 
tibiotic-resistant biological agents, specifically anthreix, has been to prescribe an an¬ 
tibiotic thought to be more effective than standard treatments (that is, ciprofloxacin) 
until the susceptibility of the specific agent to standard treatments can be deter¬ 
mined. Because of the mortality associated with several biological agents, two or 
more antibiotics in combination may be recommended (for example, anthrax might 
be treated with a combination of ciprofloxacin, rifampin, and vancomycin or 
clindamycin). Specific treatments would vary depending on the specific bacterial 
agent(s) to which a person was exposed and how rapidly the antibiotic-susceptibility 
of the agent could be diagnosed. (For more details on recent recommendations, see 
“GDC Update: investigation of bioterrorism-related anthrax and interim guidelines 
for exposure management and antimicrobial therapy,” October 2001. MMWR 2001; 
50:909—19.) 

The Department of Health and Human Services (HHS) is supporting a variety of 
projects that may 3 deld benefits in the near through far-term. Some of the key HHS 
research opportunities are detailed at http:! Iwww.niaid.nih.gov!dmid!bioterror¬ 
ism!, and include numerous projects and grants aimed at encouraging researchers 
to investigate new prevention strategies for those at risk of exposure, new treat¬ 
ments for those infected, and improved diagnostics. It will also fund basic research 
that provides a better understanding of the disease-causing organisms, particularly 
information gleaned from the genomes of these organisms. Some specific projects in¬ 
clude the ongoing project at The Institute for Genomic Research to sequence the ge¬ 
nome of the anthreix bacterium, a clinical study to determine if the current 15 mil¬ 
lion doses of smallpox vaccine might be safely diluted and thereby stretched to pro¬ 
tect more people, and submission of an investigational new drug application to the 
Food and Drug Administration for the use of the antiviral drug cidofovir as an 
emergency smallpox treatment. 

In the mid-term, the U.S. Government is seeking means to increase the produc¬ 
tion and availability of vaccines and antibiotics to make them available in sufficient 
quantities to protect all potentially exposed individuals, including quantities suffi¬ 
cient for the United States and its allies. One specific approach is the plan to con¬ 
struct a national vaccine production facility to produce vaccines to counter biological 
agent threats, including vaccines to protect against anthreix, smallpox, and plague. 
The Department of Defense and Department of Health and Human Services are 
leading an interagency collaborative effort to develop the requirements to detail the 
construction, production, and operational plans for such a facility. Many of the de¬ 
tails on plans for this facility were detailed by the Department of Defense in July 
2001 in the “Report on Biological Warfare Defense Vaccine Research and Develop¬ 
ment Programs.” 

In the far-term, research is being pursued to develop new antibiotics and vaccines 
that would be effective against novel and emerging biological threats. Key research 
efforts are directed by the Department of Defense Medical Biological Defense Re¬ 
search Program (MBDRP) and DARPA’s Unconventional Pathogen Counter¬ 
measures (UCP) Program. In developing countermeasures to BW agents, the 
MBDRP uses a technical approach that focuses on four areas: (1) identifying mecha¬ 
nisms involved in disease process, (2) developing and evaluating products (including 
vaccines and drugs) to prevent or counter effects of toxins, bacteria, viruses, and ge- 
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netically engineered threats. Examples of products include the development of the 
next generation anthrax vaccine based on the recombinant protective antigen and 
the demonstration of multi-agent vaccines, (3) developing methods to measure effec¬ 
tiveness of countermeasures in animal models that predict human response, and (4) 
developing diagnostic systems and reagents. The focus of the UCP program is the 
development of revolutionary, broad-spectrum, medical countermeasures against sig¬ 
nificantly pathogenic microorganisms, countermeasures will be versatile enough to 
eliminate biological threats, whether from natural sources or modified through bio¬ 
engineering or other manipulation. Strategies include, but are not limited to, defeat 
of a pathogen’s ability to enter the body, traverse the bloodstream or lymphatics, 
and enter target tissues; identification of novel pathogen vulnerabilities based on 
fundamental, critical molecular mechanisms of survival or pathogenesis (e.g.. Type 
III secretion, cellular energetics, virulence modulation); construction of unique, ro¬ 
bust vehicles for the delivery of countermeasures into or within the body; and modu¬ 
lation of the advantageous and/or deleterious aspects of the immune response to sig¬ 
nificantly pathogenic microorganisms and/or their pathogenic products in the body. 

7. Senator Collins. Colonel Larsen, you mentioned that future attacks might be 
genetically engineered attacks. What should we be doing now in the field of genetics 
research to prevent and preempt these attacks in the future? 

Colonel Larsen. Genetic engineering is a two-edged sword. As soon as recom¬ 
binant technologies were discovered, researchers sought to prevent what many be¬ 
lieved would be the misapplication of genetic manipulation technologies to create 
more deadly pathogens. Based on several sources, it appears that genetically engi¬ 
neered biological agents have been developed and weaponized. However, advances 
in genetic engineering provide tremendous capabilities for preventing the threat 
from biological weapons. At the most fundamental level, genetic engineering tech¬ 
niques are being employed by a variety of organizations to map the genomes of 
pathogens. Potential threat agents, including the causative agents of plague, sal¬ 
monella, and anthreix have had genome maps recently completed. This genetic infor¬ 
mation will yield critical information that will be useful in understanding disease 
pathogenesis and for developing medical countermeasures and improved diagnostic 
systems. 

An overview of responses to these threats was provided in a June 1996 report by 
the Department of Defense Advances in Biotechnology and Genetic Engineering: Im¬ 
plications for the Development of New Biological Warfare Agents. This report out¬ 
lines some significant technological trends, which may influence both the develop¬ 
ment of new threat agents and countermeasures against the threat: (1) genetically 
engineered “vectors” in the form of modified infectious organisms will be increas¬ 
ingly employed as therapeutic tools in medicine, and the techniques will become 
more widely available, (2) strides will be made in the understanding of infectious 
disease mechanisms and in microbial genetics that are responsible for disease proc¬ 
esses, (3) an increased understanding of the human immune system function and 
other disease mechanisms will in turn shed light on the circumstances that cause 
individual susceptibility to infectious disease, and (4) vaccines and antidotes will be 
improved over the far-term, perhaps to the point where “classical” biological agents 
will offer less utility as a means of causing casualties. 

8. Senator Collins. Colonel Larsen, what is being done now in the field of genet¬ 
ics and what investments are being made by DOD/medical communities today to¬ 
ward this end? 

Colonel Larsen. There are numerous projects exploiting advances in genetics and 
biotechnologies to develop countermeasures to biological agents. As mentioned, there 
is extensive basic research to map the genome of human pathogens. Separate ge¬ 
nome mapping efforts are being sponsored by the Departments of Defense, Energy, 
and Health and Human Services, as well as private organizations. Under the Chem¬ 
ical and Biological Defense Program, the Department of Defense is sponsoring re¬ 
combinant vaccine research and development efforts to counter specific biological 
agents. These vaccines are being developed to provide effective protection with very 
limited rates of adverse reactions. Some of the vaccine development efforts include 
(1) recombinant multivalent vaccine for Venezuelan Equine Encephalitis (VEE), (2) 
recombinant protective antigen (rPA) anthrax vaccine candidate, (3) recombinant 
plague (yersinia pestis) vaccine candidate, (4) a genetically characterized live, at¬ 
tenuated vaccine to counter Brucellae species, and (5) recombinant Botulinum vac¬ 
cine. In addition, DOD is sponsoring research using naked DNA vaccines, replicon 
technologies, gene insertion, and gene shuffling techniques to demonstrate multi¬ 
valent and multi-agent vaccines. Supporting these efforts is the development of nee- 
dle-less delivery methods for recombinant protein vaccines. This includes techniques 
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such as intra-nasal and inhaled vaccines that would provide enhanced mucosal or 
systemic immunity to provide more effective protection against inhaled pathogens. 

DARPA is developing a variety of therapeutic countermeasures exploiting state- 
of-the-art techniques in genetic engineering. The objective of their efforts is to de¬ 
velop a suite of medical countermeasures against broad classes of biological patho¬ 
gens (bacterial, viral, bioengineered, etc.) that share common mechanisms of patho¬ 
genesis. Some of the specific project objectives include the following: 

• Develop novel genomic countermeasures that target multiple biological 
warfare pathogens using optimized small molecule drugs to bind with high 
affinity to critical A-T rich DNA sequences within the pathogen genome. 

• Develop a new class of small molecule antibiotics effective against mul¬ 
tiple biological warfare agents using RNA-based drug desipi. 

• Develop broad-spectrum small molecule inhibitors against the essential 
bacterial cell division protein FtsZ. 

In addition to the development of therapeutics, DARPA is investigating the devel¬ 
opment for the rapid development of drug sub-units and rapid methods to express 
biologically active proteins on the surface of gram-positive bacteria in order to sup¬ 
port to production of drugs and vaccines. 

[Whereupon, at 12:52 p.m., the subcommittee adjourned.] 
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